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Policy makers attended from around the world debating global 
concerns such as responsible agriculture and farming. They 
referred to innovation as the central element in all actionable 
roadmaps leading to a more sustainable food industry and supply 
chain, calling for smarter ways to use and generate resources, 
thereby avoiding their reckless exploitation.

This year’s editions of Cartes in Paris and of the Productronica 
biennale in Munich will illustrate other manufacturing scenarios in which innovation, 
data intelligence and smart processes act as a vector for competitiveness. And the 
talks will definitely not focus exclusively on the best practices by which to be inspired. 

In terms of pertinent issues that have hit the headlines in recent months, the VW 
emissions scandal directly impacts on the automotive industry’s standing and outlook. 
In the aftermath of the revelation surrounding ‘dieselgate’, analysts have been trying 
to work out just how badly it will hit the company and possibly even Europe’s car 
manufacturing industry more widely Policy makers, investors and consumers are 
reminded that trust models need to be strengthened at all times, for data intelligence 
not to be abused. 

Meanwhile, the possibility of regulations designed to mandate the neutrality of the 
Internet continues to be a subject of animated debate around the world. Internet 
regulation is basically restricting or monitoring access to certain aspects or 
information. It means censorship of data, as well as controlling aspects of the Internet 
such as domain registration, IP address and more. This takes on an even more 
relevant role, when looking at the emergence of big data and the need to manage it for 
improving efficiencies, if nothing else.

All this as we progress towards Industry 4.0 - a scenario based on the idea of adaptive 
automation in the factory: machine-to-workpiece communication using cyber-physical 
systems as the hardware core. Punters say that this fourth industrial revolution is 
not based on a new technology or business discipline in particular. Industry watchers 
claim it is in fact a new approach to achieve results that simply were not possible 10 
years ago thanks to comprehensive, global advancements in technology over the past 
decade. In all these contexts, the move towards digitization involves three key parts, 
according to pundits. One is the Internet of Things and cyber-physical systems such 
as sensors having the ability to collect data that can be used by manufacturers and 
producers. Secondly, the advancements in big data and powerful analytics means 
that systems can trawl through the huge sets of data and produce insights that can 
be acted upon quickly. Thirdly, the communications infrastructure backing this up is 
secure enough to be used by heavy industries.

So we see the emergence of the smart factory bringing a much higher level of both 
automation and digitization. But if self-optimization, self-configuration and even artificial 
intelligence can complete complex tasks in order to improve cost efficiencies and 
better quality goods or services, regulation, responsibility and a commitment to trust 
cannot be left behind.

      Sophie Boyer de la Giroday
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eftpos selects Bell ID for new 
Australian mobile payments
A new partnership with Bell ID to build a flexible, domestic mobile pay-
ments capability in Australia, including secure tokenization services, has 
been announced by eftpos. Bell ID’s Token Service Provider platform will 
integrate with the eftpos Hub: a reliable, secure and scalable centralized 
switch that provides the Australian industry with a cost effective, real time 
payments processing platform with the capability to implement new prod-
ucts and services. Tokenization provides additional security by giving eft-
pos the ability to replace card numbers with unique reference numbers 
so that the information cannot be compromised. 

European eID simulation project 
for HJP Consulting
German eID consultancy HJP Consulting has announced it will provide the simu-
lation environment for smart card functions being developed for the European 
Union’s Regulation on electronic identities and trust services (eIDAS). HJP, to-
gether with cv cryptovision will also provide selected eIDAS functions on a smart 
card, with the open-source-based smart card simulator to be used for the simula-
tion. This is seen as a milestone for the creation of a legal basis for secure elec-
tronic transactions between businesses, citizens and governments within the EU. 

Major deal announced between Nokia and China Mobile
Nokia Networks is to provide China Mobile with its TD-LTE-Advanced technology and 2G, 3G and 4G core 
networks, including Voice over LTE (VoLTE), a deal worth €930 million (or 1 billion dollars), the companies 
have announced. The contract includes software and professional services, network planning, implementa-
tion and care. Nokia Networks will support China Mobile’s 4G network rollout during 2015 and beyond. The 
operator plans to install one million TD-LTE base stations by the end of the year to build the world’s largest 
TD-LTE network. Nokia’s network infrastructure capacity and technical expertise will also be employed to 

help China Mobile build its Internet of Things (IoT) ecosystem, primarily for the Chinese health service and transport infra-
structure. Nokia Networks and the China Mobile Research Institute (CMRI) have also signed a memorandum of understand-
ing for joint cooperation in the development of 5G. Nokia also announced it is running a trial 5G network in South Korea in 
conjunction with SK Telecom. In a joint test, they achieved 19.1 Gbps transmission speed over the air using 256 quadrature 
amplitude modulation (QAM), 8×8 Multiple-Input Multiple-Output (MIMO) transmission and 400 MHz of bandwidth.

MorphoTrust 
wins DoD 
identity tech 
contract
A major $3.5 million contract 
with the Department of Defense 
has been announced by Mor-
phoTrust for the company to pro-
vide identity verification solutions. 
MorphoTrust said the solution, 
which leverages MorphoTrust’s 
biometrics expertise, will help the 
DoD achieve its mission of de-
fending the United States by veri-
fying the identities of individuals in 
situations critical to national se-
curity. In this third year renewal 
option, DoD will extend its con-
tract for MorphoTrust ABIS (au-
tomated biometric identification 
system). ABIS offers a software 
platform that allows organiza-
tions to search, process, com-
pare and manage identity data 
of enrolled individuals. With ABIS, 
DoD can enroll biometric images 
including face, finger, palm and 
iris for use in near-instantaneous 
one-to-one and one-to-many iden-
tity checks. ABIS facilitates the 
DoD’s identity record-keeping, 
identity management, ID verifica-
tion and deduplication mission 
goals. This contract is worth 
$3.5 million.

Daon in pre-clearance solution 
for Dublin airport
Biometric authentication and ID solutions firm Daon has announced it will play a 
part in a delivering automated passport control kiosks to Dublin airport in support 
of the United States of America Customs and Border Protection pre-clearance. 
This enables passengers flying to the US to be processed for US immigration and 
customs while still in Dublin. It also allows airlines to access a broader range of 
domestic airport terminals and domestic airports in the US.
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AWS and Accenture launch cloud migration business
A new business group that will help businesses migrate to the cloud and get the most from 
their businesses by using cloud services has been announced by firms, AWS and Ac-
centure. The group will bring together the two companies’ architecture and develop-
ment, marketing, sales, and business development to advise companies on how to get 
the most out of the cloud. Its services will include consulting and implementation of the 
best technology solutions for each particular organization that signs up to its offerings. 
The Accenture AWS Business Group will operate in two divisions: the first will offer advice 
and help businesses set up their cloud strategy, help with organisation and architectural design 
to accommodate the changes, as well as app migration and app development processes. The sec-
ond part will automate app development and migration processes to make them run more smoothly 
on AWS. The Accenture Insights Platform will be updated to support AWS data and analytics capabilities, 
while both companies will contribute to go-to-market initiatives to promote the new services.

Spain-Gibraltar crossing 
secured by Visionbox

An Automated Border Control (ABC) solu-
tion developed by Vision-Box will be used to 
secure to strengthen the Spain-Gibraltar 
border, the company announced in a state-
ment. Deployed by Vision-Box for the Spanish 
Ministry of Interior and the National Police 
Force, the new Automated Border Control 

solution reinforces traditional manual procedures with a self-service clearance 
process that includes face biometrics and fingerprint recognition and match with 
travel document information. The total number of eGates is 26, with 13 ABC 
eGates at each terminal (inbound and outbound). La Línea de la Concepción is a 
strategic Entry and Exit point of the Schengen area laying on the border between 
Spain and the British overseas territory of Gibraltar. With several thousands of 
people and a considerable amount of goods crossing every day, authorities face 
challenges, such as the intensification of formalities needed for clearance caus-
ing a strong congestion and long queues. The firm said its solution has fully inte-
grated components - automated biometric eGates: whether entering or leaving 
Spain through La Línea, 13 biometric-based vb i-match ABC eGates on each side.

Iris recognition 
market worth 
US$3627.90 
million by 2020
Due to growing concerns of ev-
ery country towards the safety 
and security of citizens, the iris 
recognition market is expected to 
grow at a rapid pace in most of 
the regions in the world according 
to new report from Research and 
Markets. The focus of players for 
incorporating the technology in 
various application areas such as 
government, military & defense, 
healthcare, banking & finance, 
consumer electronics, travel & 
immigration, adds to the growth 
prediction. A huge demand from 
various government organizations 
and travel and immigration de-
partments is a major factor which 
is driving the market growth. The 
market is further driven by the 
implementation of e-passport pro-
grams, national ID proofs, and so 
on. It provides one of the most se-
cured methods of authentication 
and identification because of the 
unique characteristics of an iris. 
In 2014, the Americas account-
ed for the largest share of the iris 
recognition market, followed by 
Europe and APAC. 

Smartac partners with Tadbik 
for tagging solutions
RFID technology solutions provider, Smartrac, has announced packaging 
solutions specialist Tadbik Advanced Technologies has joined its partner 
program. Tadbik has created applications such as race timing labels; RTI 
labels; smart NFC stickers; RFID and NFC wristbands; UHF animal ID tags 
and more. The company recently attracted a great deal of attention from 
industry experts when it developed a durable RFID shoe tag to be tied to 
shoelaces for the Nike Women’s Race event in Istanbul, Turkey. The tags 
were branded with the Nike Women’s Race logo and included a Smartrac 
Dogbone inlay based on Impinj Monza 4D chip, encoded with each run-
ner’s number and application instructions.
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Precise Biometrics strikes deal 
with Cypress Semiconductor 
An agreement for licensing of Precise Biometrics’ products for fin-
gerprint recognition has been reached with Cypress Semiconductor. 
The license agreement will generate royalty revenue based on sales 
of sensors from Cypress that includes Precise’s fingerprint authenti-
cation products. The agreement includes a limited initial fixed fee for 
the right to integrate and use the company’s software and for sup-
port and maintenance. Cypress stated fingerprint biometrics for user 
authentication on smartphones was becoming increasingly important 
as users expand the amount of personal and financial data stored on 
their devices. The combination of the image quality of the ingerprint 
reader and the accuracy of the company’s recognition software en-
ables industry-leading authentication performance for smartphones.

Card-accepting merchant outlets to double by 2020
The number of stores worldwide accepting card payments is set to double from 46.6 million at the 
end of 2014 to 90.3 million by 2020, according to a new report from research and consulting firm 
RBR. But while Visa and MasterCard are accepted today by 78 percent of merchants worldwide, 
the report questions whether they will be able to maintain this level, as most of the growth will be in 
China, where the brands are accepted at only 29 percent of outlets. Visa and MasterCard are still 
the most widely accepted payment schemes worldwide, with 37 million outlets each, according to 
RBR figures. Their numbers are broadly equal in every region, since merchant contracts typically 

include both. In the Middle East and Africa, acceptance of Visa and MasterCard is low because neither is currently accepted 
in the large Iranian market, due to international sanctions. It is also comparatively low in China. Discover acceptance outside 
of China is significantly lower than that of Visa and MasterCard. However, as a result of its scheme-to-scheme agreement 
with UnionPay, Discover’s total worldwide network is nearly the same size. 

Jamaica to implement 
biometric ID by 2020

A biometrics based national identification sys-
tem will be introduced by the Jamaican Gov-
ernment by 2020. The Office of the Prime 
Minister confirmed that a framework for the 
system will be ready in 2015. Officials stated 
a roadmap to 2020 was in place, indicating 
the different components with clear specifics. 

In addition there was a plan to consolidate existing databases such as the tax-
payer registration number (TRN) and other current methods of identification 
– with biometrics definitely playing a part, although the details were as yet 
undecided. According to the Government, identity theft and cybercrime is an 
issue that it is paying close attention to. Security is a central part of planning 
and there is a considerable amount of vetting that is also part of the reason 
why biometrics is something being studied.

Nigeria signs up 
13m citizens 
for payment 
ID card pilot

The National Identity Management 
Commission of Nigeria reports 
that 13 million citizens have been 
registered for a financial inclusion 
pilot that has seen them issued 
with electronic identity cards with 
Mastercard payment facilities. 
Upon completion of the pilot pro-
gram, the NIMC plans to issue 
more than 100 million cards of 
the payment card to Nigeria’s 170 
million citizens. This would make 
the project the largest rollout of an 
electronic payment solution in the 
country and the broadest financial 
inclusion program in Africa, ac-
cording to sources. Using the e-ID 
as a payment tool, cardholders 
can deposit funds, save, withdraw 
cash at ATMs, and pay for goods 
and services at any of the millions 
of MasterCard acceptance loca-
tions globally or via online shopping 
portals. Nigerians can also receive 
funds, including government sub-
sidies, social grants, salaries and 
other disbursements, electroni-
cally. The NIMC stated combining 
an identity card with MasterCard’s 
prepaid payment capability cre-
ates a game changer.
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Industry survey 
identifies EMV 
factors in US
Ingenico has released the results 
of an exclusive survey providing 
insights on the use of EMV (chip) 
debit and credit cards. The survey 
results identify five key factors that 
impact the success of the EMV mi-
gration in the U.S.: merchant pre-
paredness, consumer prepared-
ness, cardholder perceptions, 
habituation and education. While 
the October EMV deadline has 
passed, the survey findings pres-
ent key opportunities for the entire 
payments ecosystem to continue 
working closely together and with 
merchants to ensure they have 
the education, tools, and technol-
ogy they need to ensure the U.S. 
successfully completes its migra-
tion.

X Infotech and DLRS team up 
for Irish passport card 

Electronic ID document issuance and validation firm 
X Infotech has teamed up with DLRS Group, Ireland’s 
leading security-printing company, alongside HID 
Global, Absolute Graphics and Purple Pod to imple-
ment the cutting-edge solution for Ireland’s ICAO-
compliant passport card. The established partner-
ship with DLRS, prime contractor of the project, has 
enhanced the strength of X Infotech positioning in 
Ireland. For the introduction of the passport card, DLRS delivered the secu-
rity design, security numbering and mobile app in conjunction with HID Global- 
technology and card provider, as well as Absolute Graphics and Purple Pod 
who delivered enrolment system. The new Irish passport card is a state-of-art 
polycarbonate card with MRZ Line and the card contains over 28 security 
features including, embedded hologram photo on a strip- OSM, Kinegram, 
Celltic Knot pattern, thermochromics and optically variable ink, DataCard-
Laser track numbering. The passport application process is based on the 
latest technology, allowing users to submit a passport-compliant photo via 
mobile phone app or online via website. Algorithmic testing is completed to 
make sure that the photo complies with ICAO standards. Once these verifica-
tion checks are successfully completed, the user pays the application fee via 
the mobile gateway.
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Outsmarting competition
at the expense of trust

The dark side of 
smart industrial 
manufacturing 
processes. What is 
the cost of turning 
against established 
trust models and 
regulations?

by Victor March

Union member state. Although U.S. 
carmakers do their own testing, the 
EPA conducts random checks. This is 
not so in Europe, partly because the 
livelihood of the private agencies con-
tracted to test new cars depends on 
getting the next contract. Among 28 
member states with separate regula-
tory jurisdiction, enforcement is rare, 
say commentators.

Second notice to VW

But the issue has not nearly gone 
away for Volkswagen. As we go to 
press, coming hot on the heels of 
the initial exposure of the so-called 
Dieselgate scandal involving Volkswa-
gen and its emissions testing, the 
US environment Protection Agency 

whether Volkswagen acted responsi-
bly toward its customers and fellow 
industry players or just in its own in-
terest. Either way, it opens the door 
to insist on even more regulation and 
transparency. But no industry would 
voluntarily opt for excessive regula-
tion. 

In the automotive industry in the US 
there is more control at government 
level than in Europe for example. And 
the VW scandal has revealed that Eu-
rope is less stringent in its regulation 
of automotive testing. 

In the United States, carmakers do 
their own emission tests and submit 
results to the government. In Europe, 
automakers can shop around for a 
private testing outfit in any European 

Innovations deriving from the 
digital revolution are constantly 
driving advances in every sector 

of industrial manufacturing and 
particularly in high-tech industries. 
As processes and devices become 
smarter, data and now big data are 
being leveraged to secure productiv-
ity, quality and security for the envi-
ronment. But this does not always 
in best practices.. 

A case in point is the technology lying 
behind Volkswagen’s so-called defeat 
device and the emissions scandal 
that ensued. Here is technology at its 
most innovative geared to help the 
environment and attract consumers 
to a product which they trust. But 
that trust was broken for a number 
of reasons and it begs the question 
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(EPA) is issuing a second notice of 
violation of the Clean Air Act (CAA) 
to Volkswagen AG, Audi AG and 
Volkswagen Group of America. This 
notice, announced on November 2, 
is also being issued to Porsche AG 
and Porsche Cars North America. 
These five companies are collectively 
referred to as Volkswagen (VW). The 
second notice alleges that VW devel-
oped and installed a defeat device in 
certain VW, Audi and Porsche light 
duty diesel vehicles equipped 
with 3.0 liter engines for 
model years (MY) 2014 
through 2016 that in-
creases emissions of 
nitrogen oxide (NOx) 
up to nine times 
EPA’s standard. The 
vehicles covered by 
today’s NOV are the 
diesel versions of: the 
2014 VW Touareg, the 
2015 Porsche Cayenne, and 
the 2016 Audi A6 Quattro, A7 Quat-
tro, A8, A8L, and Q5.

EPA and the California Air Resources 
Board (CARB) have both initiated in-
vestigations based on Volkswagen’s 
alleged actions. The second notice 
covers approximately 10,000 diesel 
passenger cars already sold in the 
United States since MY 2014 and an 
unknown volume of 2016 vehicles. 
These alleged violations are in addi-
tion to the notice issued in Septem-
ber and the ongoing investigation by 
EPA alleging a defeat device on cer-
tain 2.0 liter engines for MY 2009-
2015 vehicles.

Car testing

Regulators say that Volkswagen in-
stalled software into its cars that al-
lowed the autos to circumvent EPA 
tests. But how were VW vehicles 
were able to determine when they 
were being subjected to an emissions 
test in the first place? When carmak-
ers test their vehicles against EPA 
standards, they place a car on rollers 
and then perform a series of specific 

maneuvers prescribed by federal reg-
ulations. Among the most common 
tests for passenger cars is the Ur-
ban Dynamometer Driving Schedule 
(UDDS), which simulates 7.5 miles of 
urban driving. Here’s what that looks 
like, expressed as a speed profile.

In the first 505 seconds of the test, 
the driver pushes the car to highway-
level speeds. The second phase of the 
test looks more like what you’d see 

in stop-and-go city traffic. In all 
these tests, the driver has 

to stay within two miles 
per hour of the re-
quired speed at any 
given moment. Along 
the way, the testers 
collect emissions 
data. The detailed re-

quirements for each 
test gave Volkswagen 

the advance knowledge 
it needed to teach its cars 

when to behave more cleanly. By 
measuring how long the engine was 
running, the vehicle’s speeds, and 
even seemingly esoteric factors, such 
as the position of the steering wheel 
and barometric pressure, Volkswa-
gen vehicles could understand they 
were being tested and so adjusted 
their engine performance to pass the 
tests, according to the EPA.

According to reports and the EPA it-
self, these inputs precisely track the 
parameters of the federal test proce-
dure for emission testing. At all other 
times, the EPA said — like when con-
sumers were actually driving the cars 
— Volkswagen would use a different 
‘road calibration’ that increased emis-
sions of nitrogen oxide, a component 
in urban smog, up to 40 times federal 
standards. Commentators report 
that using a special engine setting for 
vehicle tests isn’t all that unusual, ac-
cording to Consumer Reports. Most 
new vehicles do something similar be-
cause otherwise vehicles might inter-
pret some of the testing procedures, 
like traction issues from being on roll-
ers, as dangerous. But the problem 
here is that the EPA says the carmak-

er used its testing mode in an inap-
propriate attempt to beat the system.

Volkswagen itself announced that ir-
regularities were found when deter-
mining type approval CO2 levels. 

An initial estimate puts the economic 
risks at approximately two billion eu-
ros. The Volkswagen Group has set 
aside £4.7 billion to cover potential 
damages arising from the emissions 
scandal, but the Group could face 
fines up to £12 billion in the US alone. 
Based on present knowledge around 
800,000 vehicles from the Volkswa-
gen Group could be affected. 

More transparency

Consumers, however, are asking for 
more transparency than ever before 
from carmakers, in terms of protect-
ing customer data and the truth about 
the security of vehicles. Volkswagen’s 
Dieselgate will increase that pressure 
on carmakers in general. But Euro-
pean countries have unexpectedly 
granted carmakers additional leeway 
regarding EU rules on harmful emis-
sions, In a vote in Brussels in late Oc-
tober 2015, the 28 member states 
diluted proposals for a new testing 
framework surrounding techniques 
used by carmakers to doctor emis-
sions results. The decision stipulates 
that manufacturers will be allowed 
to exceed legal levels of NOx by 110 
per cent between September 2017 
and the start of 2020. After that, the 
motor industry will be permitted to ex-
ceed the legal limit by 50 per cent in-
definitely, although that will be subject 
to a review clause. That timeframe 
would apply for new models of cars. 
The rules would be introduced on a 
longer timeframe, to January 2021, 
for new registrations of existing car 
models.
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Laser transparent top layer

The upper joining partner must be 
sufficiently transparent to the wave-
length of the laser to allow the laser 
beam to pass through the compo-
nent. Plastic that is transparent to 
laser light is either pure or contains 
non-absorbent pigments. Laser-
transparent plastics are not neces-
sarily transparent to the human eye. 

Although there are many 
methods for joining ther-
moplastics, laser plastic 

welding has a few clear advan-
tages: higher joining quality, mini-
mal resulting flash or particulates, 
higher quality controls, less stress 
to the component and the ability 
weld complex and intricate shapes. 
When plastics are joined by laser 
welding, the laser beam passes 

through the laser-transmissive up-
per part to transfer its energy to 
the lower, laser-absorbent part. 
Moderate clamping pressure en-
sures reliable heat conduction 
between the two joining partners. 
The weld seam plasticizes, and 
sets after cooling to form a secure, 
strong weld. There are four impor-
tant requirements for the laser 
welding process to occur. 

Laser plastic welding is 
a method of bonding two 
or more thermoplastic 
components together and 
today’s designers and 
engineers can benefit from 
understanding transmission 
laser welding of plastics – 
particularly surrounding 
the concept and design 
phase of new products

by LPKF

Designing through 
transmission laser welding
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The strength of the energy needed 
in the laser beam to achieve proper 
welding at the joining line process is 
dependent on the transparency of 
the transmissive plastic in the upper 
layer. The transparency is depen-
dent on the additives, fillers and the 
thickness of the material.

Laser absorbing bottom layer

The laser absorbent layer is respon-
sible for turning the remaining laser 
energy, once passed through the 
transmissive layer, into heat at the 
interface of the two layers. A com-
monly used additive to make plastic 
absorbent for IR laser light is carbon 
black (typically 0.2-0.4% by volume) 
since it is very economical. However, 
there is also a variety of other addi-
tives, including colorings, which are 
IR absorbent. Note, it is possible to 
weld two pieces of clear plastic to 
one another, either using a special 
additive or by using special laser 
wavelengths.

Material compatibility

The two polymers, which are to be 
joined, must be of the same plastic 
family with similar resin properties to 
be joined successfully; otherwise one 
part may melt or burn and the other 
will be unaffected. The following ma-
terials are known to have been suc-
cessfully welded: PA 6, PA 66, POM, 
PBT, PC, ABS, PP and PE in their pure 
form. 

Contact

It is paramount that heat energy, gen-
erated on the surface of the lower lay-
er, be transferred to the upper layer 
so that it may become molten as well. 
In order for conduction to occur the 
two layers need to be in contact dur-
ing the welding process. Contact and 
pressure are typically accomplished 
with various methods of clamping de-
vices, see letter G from Figure 1.

Design Considerations

The follow requirements need to 
be addressed in part design for a 
successful laser plastic weld. Melt-
collapse (D1 and D2, Figure 1) is the 
distance the joining partners travel 
as they move together under clamp-
ing pressure. This collapse allows for 
material fusion and a bond to occur. 
If joining two flat pieces, a weld rib (E, 

Figure 1) will be required to allow for 
melt-collapse to take place. Figure 
1, above, represents a joint prior to 
collapse, where figure 2 shows the 
same joint after melt-collapse has 
taken place. Notice the weld flash (H, 
Figure 2) from the compressed rib.

Beam accessibility

Parts need to be designed to allow 
direct access for the laser beam to 
the weld joint, shown as A in figure 1. 
Accessibility should take into consid-
eration joint width plus part and posi-
tional tolerances.

Clamping technology

There must be an adequately large 
clamping surface on the cover to 
ensure the optimal application of 
pressure on the zones adjacent to 
the weld seam. The workpiece car-
rier must also be designed to pro-
vide good support for the housing in 
the zone around the root face. Very 
good and reproducible positioning of 
the component in the workpiece car-
rier is crucial for uniform clamping, 
and the correct tracking of the joint 
line by the laser. This ensures that the 
quality of the welding results is always 
consistent. Finished design examples 
include examples cross industries, 
such as in automotive with Hyun-
dai Equus tail light with aesthetically 
pleasing welds; electronic sensors 
with hermetic seal and a stress free 
process. In the medical industry, the 
micro-atomizer has ultra small and 
precise welds.

Designing through 
transmission laser welding

• Figure 1 – Pre-Collapse 

• Figure 2 – Post-Collapse

• A microfluidic cartridge with precise weld 

seams and no particulates left from process
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MANUFACTURING

of issues that make this revolution 
inevitable, now? What is present to-
day that has not been there before? 

Does it affect everyone? In past in-
dustrial revolutions, it was not only 
the people who invented and op-
erated some new machinery that 
were affected. The effects went a 
great deal wider than the indus-
try itself. The whole supply chain 

Looking at the whole supply and 
demand chain and the chang-
es that need to be made, start-

ing with customers, to understand 
what their demands are, how they 
want to behave and what benefits 
or changes Industry 4.0 will bring to 
them, poses a number of questions.

Does Industry 4.0 represent a fun-
damental change in what is being 

done, or is it simply an improvement 
of what has been there before? Is 
there a real driving force behind 
Industry 4.0? If not, then this may 
qualify only as a ‘story of the month’, 
or even year, but then ultimately 
fade into memory. Is the timing 
right? Industrial revolutions do not 
happen overnight, but there still 
should be a recognizable trigger. Is 
there a key issue, or combination 

In a sector that has seen 
introverted evolution 
during the past 30 years, 
electronics manufacturing 
sees the emergence of 
Industry 4.0, with issues 
behind it that makes 
significant change to the 
PCB electronics industry 
inevitable

by Michael Ford

Valor

Industry 4.0 impact 
on supply chains
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of goods was re-written. Indus-
tries physically moved locations. 
Fortunes were won and lost. Ordi-
nary people’s lives were changed, 
whether as owners, workers, and 
above all, customers. To qualify as 
a revolution, the world will need to 
be changed. 

What cannot be denied is where 
the market has been moving inexo-
rably toward. Product depreciation 
in the post manufacturing distribu-
tion chain has slowly but surely be-
come more significant. The whole 
distribution chain has been gradu-
ally shrinking; until today, where in 
some cases, it has disappeared 
altogether driven by, in effect, di-
rect shipping from the factory to 
the customer. This area seems to 
be the primary motivation behind 
Industry 4.0, which already has 
lead factories to gradually shorten 
production lot sizes and increase 
the effective mix of products. While 
doing so, however, productivity, es-
pecially in the SMT sector which is 
heavily influenced by material setup 
changes between products, has 
suffered. 

Global trends 

A good starting point for an inves-
tigation into Industry 4.0 for elec-
tronics is to understand the mar-
ket forces that have now come to a 
critical point where manufacturing 
needs to make what ultimately is a 
business decision as much as it is 
technical. The challenge that Indus-
try 4.0 needs to resolve is how to 
provide people with the flexibility in 
their choice of products, but, with-
out the crippling effect of the ‘build 
to order’ lead-times, as persist for 
automotive. The symptoms of this 
issue have been there and growing 
for electronics manufacturing for 
many years. As product life-cycles 
shorten and product variation in-
creases, meeting the increasingly 
fashionable customer demand pat-
terns, delays in the distribution of 

products after leaving factories be-
come much more significant. The 
pain from this is felt significantly as 
the inevitable depreciation in the 
value of the goods sit in the various 
warehouses or on container ships. 

The more competitive electronics 
manufacturers often adopt the 
‘hit product’ strategy. A hit prod-
uct is usually one with the latest 
significant technology or feature 
advancement, supported by an in-
tense marketing campaign, mak-
ing the product an instant ‘must 
have’. Getting this out into the mar-
ket very quickly, ahead of potential 
competitors, affords a window of 
opportunity where people will be 
willing to pay a premium price. This 
short period is when the vast ma-
jority of profit can be made. Very 
quickly, competitors come along 
with what is perceived as a better 
product, and demand dies almost 
immediately. Significant losses can 
then be incurred as the value of the 
stock of the many variants of the 
hit product, throughout the global 
distribution chain, are slashed. 

The critical factor for success is 
to shrink the distribution chain to 
its absolute minimum. It is for this 
reason that popular products such 
as mobile telephone handsets are 

shipped from China by air to any 
customer worldwide. The cost of 
extreme transportation is less than 
potential depreciation, considering 
product life-cycles of sometimes 
just three months, itself shorter 
than the time it would take just to 
ship the product by sea. 

The result of diminished or non-
existent distribution chains can be 
crippling for factories. Short and 
medium term forecasting by ERP 
is essentially compromised. Fac-
tories face not only a higher mix 
of products, but also almost daily 
quantity changes. How can the fac-
tory, especially in an SMT situation, 
meet the rapidly changing demand 
without significant productivity 
loss, or, having to resort to building 
stock?

Factories in trouble

Short-term demand changes are 
not a new thing to many factories. 
In the past, this kind of demand-
pattern management occurred 
often when a product approached 
its end of life, especially for OEM 
manufacturing operations. When 
going through the traditional ERP 
sales-order planning process, 
there is visibility of current raw 

Industry 4.0 impact 
on supply chains

• Factories need to meet rapidly changing demand without significant productivity loss
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materials, the current high-level 
site production plan, the quantity 
of stock in the factory and, signifi-
cantly, in the distribution chain. The 
sales organization is then asked to 
make their forecast of sales going 
forward. This is the complete set of 
information that the ERP organiza-
tion needs to create the next fac-
tory plan and have MRP order the 
materials. 

Among the many variables in this 
process, however, one of the most 
significant is communication dur-
ing the sales forecasting process. 
Disagreement between marketing 
and sales people becomes more 
pronounced as the end-of-life stage 
of a product approaches. Market-
ing can influence product demand 
through advertising and pricing 
over the medium and long term. 

Although the effects of these ac-
tivities for larger companies can 
be quite precise in terms of market 
demand control, other strong influ-
ences are competitive products 
entering the market suddenly and 
customers’ expectations about 
future products and technologies. 
Toward the end of life of a product, 
these influences make sales people 
very nervous. Motivated by com-
missions and sales target achieve-
ment bonuses, they will not commit 
to numbers if they feel those pre-
dictions carry risk. 

An example is when LCD monitors 
became affordable in the market 

several years ago. The sales team 
of a certain maker of CRT-based 
monitors got nervous, seeing the 
new cheap LCD monitors being 
offered for sale. As a result, sales 
reduced their forecast significantly. 
Because of the large volume of CRT 
monitors in the distribution chain, 
the ERP logic decided that no new 
CRT-based monitors needed to be 
manufactured, and so they were 
not included in the next factory 
plan. The factory staff had no warn-
ing of this decision and had many 
dedicated lines to CRT monitor pro-
duction; as a result, they were at a 
loss to know what to do. Jobs were 
lost, people were laid off. 

Three months later, the sales peo-
ple found that the quality of the new 
cheap LCD monitors was less than 
people expected, which resulted in 
a continuing reasonable demand 
for CRT monitors. At the next run, 
the ERP logic noticed the up-turn in 
the forecast and that stocks in the 
distribution chain were depleted, 
so it made a maximum order for 
CRT monitors to the factory. Man-
agement at the factory was again 
caught unawares. The CRT lines 
were still in place and the key ma-
terials were still in the warehouse, 
but there were no people, and, it 
was summer vacation time. 

The result was that the site had to 
remain open over the vacation and 
bring in huge numbers of tempo-
rary staff, so much so that there 
were even some wearing security 
tags on day-release from prison. 
Anyone could get work at that time. 
The cost in employees and quality 
for the factory was extreme, how-
ever. 

Actual fluctuation

This is how ERP and sales forecast-
ing together traditionally has been 
working, seemingly amplifying the 
natural fluctuation of demand into 
an almost square wave ‘boom and 

bust’ demand pattern for products 
near to end of life at the factory. Had 
the factory management seen the 
actual fluctuation in demand, they 
would have had time to adjust the 
lines and the delivery rates; and, it 
was later calculated, the business 
would have remained profitable. 
This is an example of the reality 
and pain for the factory when faced 
with demand fluctuation. 

Interestingly, at the same company 
sometime later, another computer 
peripheral reached the end-of-life 
stage. In this case, the product 
manager took matters into his 
own hands, and through extensive 
effort, planned production based 
on actual customer demand. The 
result was that, although the busi-
ness volume slowly decreased, it 
ended up being a ‘cash cow’ for the 
company, as competitors in the 
market pulled out leaving all the 
remaining opportunity to this one 
company. 

This ‘end-of-life’ scenario is now be-
coming the every-day scenario. The 
reduction of the distribution chain, 
the speed of technology change, 
the shorter product life-cycles, and 
the multitude of product variations 
now bring this issue to the factory 
every day. 

However, the current ways of deal-
ing with variation, while perhaps ac-
ceptable for a short period at the 
end of life of a product, cannot work 
well on a continuous basis. If the 
factory can manage the short-term 
demand changes, and the market-
ing people are looking after the lon-
ger term demand profiles, then far 
greater operational performance 
can be achieved. The ERP organiza-
tion still needs to be at the center, 
materials still need to be ordered, 
and the overall site operation still 
needs to be planned. The short-term 
deviations are what to be addressed. 
These are acknowledged and essen-
tial principles that form Industry 4.0, 
and now we know why.

• Industry 4.0 is being touted as 

the next industrial revolution
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Uniform retention force ensures secure PCB assembly
An expanded line of card retainers from Elma Electronic provides uniform retention force across the entire 
length of the device to ensure printed circuit boards (PCBs) are held securely in place. Now available in more 
length and profile options, the SureLock family of multi-segment, extruded aluminum retaining devices is ideal 
for rugged applications where PCBs slide into a channel in the cold plate assembly or enclosure. A simple turn 
of a screw expands the SureLock retainer to securely hold the card assembly in place, eliminating tooling costs 
in most implementations. An added benefit is a uniform retention force across SureLock’s entire length to 
continually protect cards subject to extreme shock and vibration, as typically found in rugged, harsh or other-

wise challenging computing environments. For embedded electronics in mobile applications that require conduction cooling, 
SureLock not only holds cards securely in place, but facilitates heat transfer as well. Widely used in ruggedized military and 
defense applications, this growing family of PCB retainers is finding a home in other areas..

Small and Powerful
Affordable UV Laser Cutting of PCBs, FPCs and Cover Layers
The newly developed modular LPKF MicroLine 2000 laser system 
processes even complex contours efficiently and with the highest 
precision. Find out more: www.lpkf.com

Swiss electronics manufacturer 
presents new models

Posalux , a player in high precision PCB 
production, is introducing a further-
developed, newly designed and optically 
revised version of the Ultraspeed Mono, 
which offers drilling and milling in one 
station, on a small footprint and at great 
precision. The company is expanding the 
new model series with the Ultraspeed Trio 
for even more efficient and precise work 

at 3 stations in one machine. The Ultraspeed Duo is to follow in 2016. 
With the Ultraspeed Mono, the Swiss company developed a machine 
optimized for small series and prototype development in 2012. In the 
years before that, its developers mostly focused on machines for large-
series production. Their efforts were increasingly also aligned with the 
European and American markets, with the many operations for the 
production of small series, prototypes to medium-sized series.

Varitron 
installs second 
ACE selective 
soldering system
ACE Production Technologies, a 
leading supplier of selective sol-
dering systems, is pleased to an-
nounce that Varitron Group has 
invested in a second KISS-103IL 
in-line selective soldering system. 
It is a fully-configured SMEMA 
compatible selective soldering 
platform equipped with ‘Super 
Quick’ processing speeds and the 
unique dual solder nozzle systems 
enabling the use of multiple nozzle 
shapes within the same program. 

http://www.lpkf.com
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ANTI-COUNTERFEITING

item’. The rule stipulates the 12 mini-
mum risk-based policies and proce-
dures that contractors must have in 
place to detect and avoid counterfeit 
electronic parts.

SAE Aerospace announced on August 
20, 2014 the adoption of AS6496, a 
standard for ‘Fraudulent/Counterfeit 
Electronic Parts: Avoidance, Detec-
tion, Mitigation and Disposition – Au-
thorized/Franchised Distribution’. 
The standard identifies the require-
ments for mitigating counterfeit prod-
ucts in the Authorized Distribution 
supply chain by the Authorized/Fran-

Recently, the US Defense De-
partment released final rules 
to the Defense Acquisition 

Regulations System (DFARS). This re-
lease added a Contractor Counterfeit 
Electronic Part Detection and Avoid-
ance System section.
In addition, SAE Aerospace has re-
leased a document related to Fraud-
ulent/Counterfeit Electronic Parts: 
Avoidance, Detection, Mitigation, and 
Disposition - Authorized/Franchised 
Distribution.

These documents are similar in re-
quirements. However, there are 

some gaps between the two, so when 
implementing an anti-counterfeiting 
policy, requirements of both of these 
documents should be considered.

ECIA members should pay particular 
attention to the detection and avoid-
ance requirements placed on con-
tractors (that are subject to the Cost 
Accounting Standards (CAS) because 
DoD clearly states: ‘The final rule flows 
down the requirements to all subcon-
tractors of prime CAS-covered con-
tractors, at all tiers, without regard 
to whether the subcontractor itself 
is subject to CAS or is a commercial 

Policing and evaluating 
counterfeit avoidance policies

As counterfeit avoidance and detection 
continue to be a major issue within electronics 
manufacturing, various agencies and 
organizations have created programs and 
requirements for making sure counterfeit parts 
do not get into or through the supply chain

by Electronic Components Industry Association (ECIA)
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chised Distributor. 
A properly imple-
mented AS6496 
program directly 
addresses most of 
the DFARS 12 ele-
ments.

DFARS policies

The rule stipulates the mini-
mum risk-based policies and proce-
dures that contractors must have in 
place to detect and avoid counterfeit 
electronic parts, summarized as:
1. The training of personnel.
2. The inspection and testing of elec-
tronic parts, including criteria for ac-
ceptance and rejection.
3. Processes to abolish counterfeit 
parts proliferation.
4. Processes for maintaining elec-
tronic part traceability.
5. Use of suppliers that are the origi-
nal manufacturer, sources with ex-
press written authority of the original 
manufacturer or currently design 
activity, including an authorized af-
termarket manufacturer or supplier 
that obtain parts exclusively from one 
or more of these sources.
6. The reporting and quarantining of 
counterfeit electronic parts and sus-
pect counterfeit electronic parts.
7. Methodologies to identify suspect 
counterfeit electronic parts and to 
rapidly determine if a suspect coun-
terfeit electronic part is, in fact, coun-
terfeit.
8. Design, operation, and mainte-
nance of systems to detect and avoid 
counterfeit electronic parts and sus-
pect counterfeit electronic parts.
9. Flow down of counterfeit detection 
and avoidance requirements.
10. Process for keeping continually 
informed of current counterfeiting in-
formation and trends.
11. Process for screening the Gov-
ernment-Industry Data Exchange 
Program (GIDEP) reports and other 
credible sources of counterfeiting in-
formation.
12. Control of obsolete electronic 
parts.

Training 

AS6496 requires 
the organization to 
add the subject of 
counterfeit aware-
ness including de-
tection and mitiga-

tion to the training 
plans of employees 

needing this training. This 
is easily addressed in a proper 

implemented ISO9001/AS9100/
AS9120 system.

Inspection and testing

The DFARS states the inspection and 
testing of electronic parts, includes 
criteria for acceptance and rejec-
tion. Tests and inspections shall be 
performed in accordance with ac-
cepted Government- and industry-
recognized techniques. Selection of 
tests and inspections shall be based 
on minimizing risk to the Government. 
Determination of risk shall be based 
on the assessed probability of receiv-
ing a counterfeit electronic part; the 
probability that the inspection or test 
selected will detect a counterfeit elec-
tronic part; and the potential negative 
consequences of a counterfeit elec-
tronic part being installed (e.g., hu-
man safety, mission success) where 
such consequences are made known 
to the Contractor.

Authorized distributors of commer-
cial and industrial parts minimize the 
amount of handling of incoming parts 
from manufacturers, and provide the 
customer the parts as the manufac-
turer has sent them. Suppliers to 
authorized distributors are normally 
dock-to-stock and are inspected for 
count, kind, and condition. The prob-
ability of receiving a counterfeit elec-
tronic part is minimal, thus, it can be 
justified that incoming parts from 
manufacturers and AS6496 autho-
rized distributors are not subject to 
further inspection and testing. We 
can be confident in the authenticity of 
the parts. Another source of incom-

ing parts are those that have been 
returned from a customer. This, of 
course, is the highest risk and should 
be a focal point for avoiding counter-
feits.

Parts traceability

The second DFARS rule is the pro-
cesses for maintaining electronic 
part traceability (e.g., item unique 
identification) that enable tracking of 
the supply chain back to the original 
manufacturer, whether the elec-
tronic parts are supplied as discrete 
electronic parts or are contained in 
assemblies. This traceability process 
shall include certification and trace-
ability documentation developed by 
manufacturers in accordance with 
Government and industry standards; 
clear identification of the name and lo-
cation of supply chain intermediaries 
from the manufacturer to the direct 
source of the product for the seller; 
and, where available, the manufactur-
er’s batch identification for the elec-
tronic part(s), such as date codes, 
lot codes, or serial numbers. If IUID 
marking is selected as a traceability 
mechanism, its usage shall comply 
with the item marking requirements 
of 252.211-7003, Item Unique Iden-
tification and Valuation.

According to AS6496, the organiza-
tion shall have a system for control-
ling its inventory. The inventory control 

Policing and evaluating 
counterfeit avoidance policies

• Inspection and testing of electronic parts 

include criteria for acceptance and rejection
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system shall provide for traceability of 
customer returned parts. Records 
shall be maintained in accordance 
with the organization’s retention pol-
icy. Furthermore, the documented 
processes shall require the retention 
of records providing chain traceability. 
The records shall provide traceability 
to the manufacturer or the manufac-
turer’s authorized distributor, includ-
ing the certificate of conformance if 
provided with the parts.

For commercial and industrial de-
vices, manufacturer’s documentation 
(certification/pack list) shall be main-
tained on file by the organization for 
the period noted. Such documents 
are not required to be delivered with 
product. When requested by the 
customer or imposed upon the cus-
tomer due to special circumstances 
such as, but not limited to, regulatory 
audits or traceability audits, the orga-
nization shall provide manufacturer’s 
certification of conformance or pack 
list on commercial and industrial 
parts in a reasonable amount of time.

Traceability in authorized distribution 
is obtained through an effective qual-
ity management system and effective 
anti-counterfeit program compliant 
with AS6496. Traceability informa-
tion can come in various forms which 
include lot codes, date codes, serial 
numbers, or purchasing and receiv-

ing records. Concerning the question 
of whether supply chain traceability 
records are required with each or-
dered Commercial and Industrial Part 
(i.e. COTS), it was recently agreed by a 
committee of prime contractors and 
government agencies that this was 
not necessary for authorized distribu-
tion when performing sales with the 
defense industry and DoD. 

Suppliers

Use of suppliers that are the original 
manufacturer, or sources with the ex-
press written authority of the original 
manufacturer or current design activ-
ity, including an authorized aftermar-
ket manufacturer or suppliers that 
obtain parts exclusively from one or 
more of these sources. When parts 
are not available from any of these 
sources, use of suppliers that meet 
applicable counterfeit detection and 
avoidance system criteria.

This element is directly supported by 
AS6496. Authorized distributors are 
expected to have distribution agree-
ments with their manufacturers. Pur-
chase restriction also speaks directly 
to the first half of the element. To 
ensure the customer will know when 
these transactions will occur, the dis-
closure of non-authorization clause 
protects the customer.

Reporting

The DFARS states this as report-
ing and quarantining of counterfeit 
electronic parts and suspect coun-
terfeit electronic parts. Reporting is 
required to the contracting officer 
and to the Government-Industry Data 
Exchange Program (GIDEP) when the 
Contractor becomes aware of, or has 
reason to suspect that, any electronic 
part or end item, component, part, or 
assembly containing electronic parts 
purchased by the DoD, or purchased 
by a contractor for delivery to, or on 
behalf of, the DoD, contains counter-
feit electronic parts or suspect coun-
terfeit electronic parts. Counterfeit 
electronic parts and suspect coun-
terfeit electronic parts shall not be 
returned to the seller or otherwise re-
turned to the supply chain until such 
time that the parts are determined to 
be authentic.

Under AS6496 guidelines, the or-
ganization’s counterfeit electronics 
control plan shall include a process 
to evaluate and minimize the risk as-
sociated with potential counterfeit 
product infiltrating into their inven-
tory. Disposition of parts deemed 
suspect, fraudulent or counterfeit 
confirmed counterfeit parts shall not 
be returned to the customer and may 
be retained for investigative or train-
ing purposes. The organization shall 
quarantine the parts for 5 years, or 
longer, if required by legal require-
ments. Suspect, fraudulent or con-
firmed counterfeit parts shall not be 
reintroduced into the supply chain, 
restocked nor returned to the manu-
facturer in a stock rotation.

The documented processes shall 
assure that all occurrences of coun-
terfeit parts are reported, as appro-
priate, to internal organizations, af-
fected customers, authority having ju-
risdiction, and government reporting 
organizations (e.g., GIDEP). External 
reporting shall include the manufac-
turer’s response if provided. Section 
3.10 of AS6496 does not require 
reporting specifically to GIDEP or the 

• Kitting is one methodology which helps identify suspect counterfeit electronic parts
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distributors shall confirm that these 
distributors have a Counterfeit Elec-
tronic Part Control Plan that adheres 
to this standard or has a plan com-
pliant to AS6496 through their qual-
ity management system. Distributors 
can communicate the flow down re-
quirements of this DFARS through 
a distribution agreement, purchase 
order, or supplier quality require-
ments/specifications.

GIDEP, as described by the DFARS, 
is a process for screening GIDEP re-
ports and other credible sources of 
counterfeiting information to avoid 
the purchase or use of counterfeit 
electronic parts. It is not addressed 
in the AS6496 standard, but easily 
fixed by adding such processes in the 
implementation of a counterfeit con-
trol plan.

Obsolete electronic parts

The final DFAR policy is the control 
of obsolete electronic parts in order 
to maximize the availability and use 
of authentic, originally designed, and 
qualified electronic parts throughout 
the product’s life cycle. The rule re-
quires contractors to control obso-
lete electronic parts. The rule noted 
that detailed guidance requiring 
mechanisms for controlling obsolete 
parts was outside the scope of the 
DFARS. However, the supply chain is 
still expected to have systems in place 
to control obsolete parts.

contracting officer. Inclusion of GIDEP 
reporting will need to be addressed in 
the Counterfeit Control Plan. For our 
purposes, the contracting officer is 
the buyer placing the order with the 
distributor.

Identify counterfeits

The DFARS states this as method-
ologies to identify suspect counter-
feit parts and to rapidly determine if 
a suspect counterfeit part is, in fact, 
counterfeit.

According to AS6496, the customer 
return process shall provide for veri-
fication that parts returned by the 
customer to the organization were 
purchased directly from the organiza-
tion and not through another source.

Verification shall require validation of 
the returned parts against the organi-
zation’s traceability records, including 
the date/lot code of Parts returned 
when available. If the date/lot codes 
do not match the shipped product, 
the organization shall disposition the 
Parts based upon the organization’s 
determination of whether the parts 
are suspect.

Parts returned to an organization 
from a customer shall be inspected 
for any evidence of alteration, mishan-
dling, improper packaging or repack-
aging. The organization shall disposi-
tion the parts based upon the organi-
zation’s determination of whether the 
parts are suspect.

When receiving parts, the organiza-
tion shall verify that the shipment 
was shipped by the intended supplier. 
Suspect parts may be returned to 
the manufacturer for analysis and 
disposition to confirm their status as 
counterfeit or not counterfeit. Incom-
ing parts from manufacturers and 
authorized distributors are normally 
dock-to-stock and only inspected for 
count, kind and condition. Reading the 
DFARS as a whole it could be justified 
that incoming parts from manufac-

turers and authorized distributors 
are very low risk and not subject to 
further inspection and testing. This is 
easily documented in your AS6496 
plan. This is the same message as in 
element 2. Another source of incom-
ing parts are the parts that have been 
returned from a customer. This of 
course is the highest risk and should 
be a focal point for avoiding counter-
feits.

Detecting counterfeit parts

The DFARS states design, operation 
and maintenance of systems to de-
tect and avoid counterfeit electronic 
parts and suspect counterfeit elec-
tronic parts. The contractor may 
elect to use current government- or 
industry-recognized standards to 
meet this requirement.

AS6496 says the organization shall 
develop and implement a Counterfeit 
Electronic Parts Control Plan that 
documents its processes, used for 
risk mitigation, disposition, and re-
porting of suspected and confirmed 
counterfeit parts. The control plan 
shall be applied to all purchases or 
customer returns of electronic parts 
and shall include the minimum pro-
cesses described.
An authorized distribution system 
compliant with AS6496 is the best 
system to avoid counterfeit parts. 
This is accomplished by implementing 
the plan developed from the Counter-
feit Electronic Parts Control Plan.

Flow down

The DFARS states flow down of 
counterfeit detection and avoidance 
requirements, include applicable sys-
tem criteria provided herein, to sub-
contractors at all levels in the supply 
chain that are responsible for buying 
or selling electronic parts or assem-
blies containing electronic parts, or 
for performing authentication testing.
According to SAE, an organization 
purchasing parts from authorized 

• The processes for maintaining electronic 

part traceability or unique item ID enable 

tracking of the supply chain back to the 

original manufacturer
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Counterfeit drugs rose in prominence 
as a global health concern during the 
1985 WHO Conference of Experts 
on Rational Drug Use, one of the first 
times it was recognized on a global 
scale as a pervasive and dangerous 
trend4.

In the subsequent three decades, it 
has become increasingly difficult to 
track the pervasiveness of drug coun-
terfeiting due to erroneous tracking 
by regulatory agencies, a lack of com-
munication amongst health care and 
pharmaceutical providers and gener-
al confusion about how to categorize 
a medication as counterfeit.

WHO’s International Medical Prod-
ucts Anti-Counterfeiting Taskforce 
(IMPACT) estimates that most indus-
trialized countries with effective regu-

Serialization is a necessity 
for the integrity and 
visibility of pharmaceutical 
supply chains to allow 
for efficient tracking 
and to combat theft 
and counterfeiting. Now 
legislation to mandate 
serialization is shaping this 
drive

by Jeff Luthman

MD Logistics

After the US Drug Quality and 
Security Act was signed into 
law two years ago, it effectively 

set the framework of what would be-
come a nationwide initiative toward 
wide-scale pharmaceutical serializa-
tion. 

This particular act requires the FDA 
to implement a national track-and-
trace system by which manufactur-
ers must affix product identifiers 
(barcodes) to each package of prod-
uct that is introduced into the supply 
chain. The system would establish 
nationwide drug serial numbers that 
allow for efficient tracing to respond 
to recalls and notices of theft and 
counterfeiting.

This means serialization in the phar-
maceutical supply chain is a massive 
logistical undertaking and the FDA 

requires it to be completed by 2017. 
While that may seem to be awhile 
down the road, logistics companies al-
ready had to meet the first regulatory 
benchmark by January 2015. There 
are three traits that are essential to 
successful serialization implementa-
tion.

Counterfeit medications

The World Health Organization de-
fines a counterfeit medication as a 
medication that is deliberately and 
fraudulently mislabeled with respect 
to identity and/or source. According 
to WHO, counterfeiting can apply to 
both branded and generic products 
and can include products with the 
correct ingredients, without active in-
gredients or with fake packaging.

Getting serious about
serialization 
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latory systems have a significantly 
low proportion of counterfeit medica-
tions, at less than one percent of the 
market value. However, in developing 
countries, IMPACT estimates that 
more than 30 percent of the medi-
cines on sale may be counterfeit.

Experts also warn against ordering 
medications from online vendors that 
conceal their physical address; medi-
cines purchased from these illegal 
sites are counterfeit in almost 50 
percent of cases.

Despite a robust regulatory system, 
the United States is not excluded 
from the dangers of counterfeit medi-
cations. In fact, historically the Food 
and Drug Administration recorded a 
rise in counterfeit drug cases from 
1997 to 2002.

Why are we seeing an increase in the 
prevalence of counterfeit drugs? In 
a workshop for the Organization for 
Economic Co-operation and Develop-
ment (OECD) four reasons were out-
lined why pharmaceuticals are sus-
ceptible to counterfeiting:
• it is relatively cheap to make fake 
medications
• the end user has limited knowledge 
of how medications are made, or how 
they should appear
• many countries, especially those 
still developing necessary infrastruc-
ture, lack adequate regulation and 
enforcement
• the risk of prosecution is low, even 
in countries with robust regulatory 
agencies.

According to the workshop, these fac-
tors meet to create a perfect storm 
that promotes counterfeiting and 
leaves authorities unable to combat 
this danger to public health.

Dangers

Counterfeit drugs have been respon-
sible for thousands of deaths in some 
of the world’s most impoverished 
nations. Even in developed countries, 

counterfeit drugs on the shelves can 
result in adverse side effects including 
long-term sickness or death. In 2005, 
counterfeits of Norvasc, Pfizer’s blood 
pressure medication, were linked to 
11 deaths in Canada. The counter-
feit medications were traced to an 
accredited pharmacy that had dis-
pensed the medications without any 
knowledge that they were counterfeit.

In 2008, the blood thinner heparin 
that was distributed by Baxter in the 
U.S. was found to contain counter-
feit active ingredients sourced from 
Changzhou SPL in China. The coun-
terfeit drugs were suspected in 81 
deaths, a result of the cheap counter-
feit ingredient replacing the active in-
gredient in the life-saving medication.

Unequivocally, all regulatory agencies 
agree it is especially difficult to track 
the extent and effects of counterfeit 
medications worldwide. Firstly, many 
cases go unreported because sub-
sequent medical complications and 
death are often attributed to the pro-
gression of the diagnosed disease 
rather than faulty medication. 

Furthermore, developing countries 
lack the necessary infrastructure 
to diagnose and report adverse re-
actions. Despite these factors, re-
searchers estimate the number of 
deaths attributed to counterfeit medi-
cations in Africa to be in the hundreds 
of thousands per yea. After outcry 
associated with public health scares 
and concerns about falsified and 
counterfeit medications, Congress 
passed the Drug Quality and Security 
Act. President Obama signed it into 
law in 2013, effectively setting one of 
the largest logistical undertakings in 
recent memory in motion.

Implementing serialization 

Historically, medications carried two 
key identifiers: list numbers specific 
to the manufacturer and lot numbers 
specific to the date and time a drug 
is manufactured. With the added 

requirements of the DQSA, manu-
facturers will have to create, assign 
and label the medication with a serial 
number unique to that product.

From integrating systems to acquir-
ing the necessary equipment, em-
bracing serialization in an efficient 
and cost-effective manner is a seri-
ous logistical undertaking. For more 
than two years, manufacturers and 
supply chain providers have been de-
veloping the necessary internal pro-
cesses for meeting these new legal 
requirements without compromising 
efficiency.

Protecting integrity

The Drug Supply Chain Security Act, 
and the subsequent move towards 
mandated serialization, represents 
a definitive step the United States 
government has taken towards pro-
tecting U.S. citizens by protecting the 
integrity of the pharmaceutical supply 
chain. The problem remains that in 
today’s global economy, supply chains 
reach beyond national boundaries 
and operate in many political climates 
that do not support sufficient regula-
tion and enforcement. In a statement 
the FDA said proper detection and 
response are based on proper sur-
veillance. Protecting patients across 
the world begins and ends with global 
regulatory cooperation. In the mean-
time, third-party logistics companies 
will start to take up the reins of mak-
ing serialization a true reality.

• Law requires product identifiers must be 

affixed to each package of pharmaceutical 

product introduced into the supply chain
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throughout the products safe and 
appropriate use and disposal. This 
will reduce risk of non-compliance to 
government and industry mandates. 
There are specific guides on how to 
select the optimal material to iden-
tify a product by reviewing thermal 
printing basics, identifying the key 
considerations needed to be mindful 
of and what to look for in a supplier.

Selecting the right label to 
identify a finished product 
drives business efficiency 

and realize greater value by ensur-
ing high-quality print and durability 
throughout the product’s life. Prod-
uct identification labels are the final 
link between a company and its key 
stakeholders including customers, 
consumers, care-givers, patients, 

and regulators. There are thou-
sands of types of thermal labels, and 
not all are created equal. Each mate-
rial features different attributes that 
enable it to be utilized in different en-
vironments. 

It is critical that the labels utilized 
are not only readable and scannable 
when they leave an operation, but 

Finishing touches 
for authenticity

Product identification labels are now viewed 
as a critical mechanism for maintaining 
compliance, ensuring brand consistency, 
improving operational efficiency, combating 
fakes and supporting business growth. Selecting 
the optimal label type and material is crucial

by Zebra
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Thermal printing

Before selecting a label solution, 
it is important to understand the 
differences between direct ther-
mal and thermal transfer printing 
technologies. Each method uses 
a thermal printhead that applies 
heat to the surface being marked. 
Thermal transfer printing uses a 
ribbon to produce durable, long-
lasting images on a wide variety of 
materials. Direct thermal printing 
does not use a ribbon and instead 
creates the image directly on the 
printed material.

Direct thermal printing uses 
chemically treated, heat-sensitive 
media that blackens when it pass-
es under the thermal printhead. 
Direct thermal printers have no 
ink, toner, or ribbon. Direct ther-
mal materials offer a shorter life 
than thermal transfer, and may 
fade over time. Direct thermal la-
bels offer minimal resistance to 
heat, light, abrasion, and chemi-
cals. Exposure to these items will 
cause the material to darken, re-
sulting in the text and bar codes 
that are unreadable. For these 
reasons, direct thermal printing 
is not used for demanding applica-
tions.

In thermal transfer printing, a 
thermal printhead applies heat to 
a ribbon, which melts ink onto the 
material to form the image. This 
technique provides image quality 
and durability that is unmatched 
by other on-demand printing tech-
nologies.

Thermal transfer offers a wider 
variety of materials than direct 
thermal, including paper, polyes-
ter, vinyl, polypropylene and poly-
imide materials. Thermal transfer 
solutions are much more durable 
than direct thermal, as they are 
resistant to a wider variety of tem-
peratures and chemicals. To ob-
tain resistance to very demanding 
environments, the specific label 

material and ribbon must be care-
fully matched.

Transfer ribbons 

By selecting the right material-rib-
bon combination, as well as spe-
cialty adhesives, users can create 
archival-quality labels to withstand 
temperature extremes, ultravio-
let exposure, chemicals, steriliza-
tion, and more. Thermal transfer 
ribbons are available in wax, wax-
resin, and resin formulations that 
meet the durability requirements 
of a wide range of labeling applica-
tions:
• wax ribbons – designed for ap-
plications that use paper faces-
tocks in environments with little 
to no exposure to weak chemicals 
and/or exposure to moderate 

abrasion.
• wax/resin ribbons – optimized 
for use with select paper and 
matte synthetics in environments 
with moderate to extreme chemi-
cal exposure and/or exposure to 
moderate abrasion, or where UL/
cUL approval is required.
• resin ribbons – designed for 
use with synthetic materials in 
environments with harsh to ex-
treme chemical exposure and/or 
exposure to excessive abrasion, 
and where UL/cUL approval is re-
quired.

Optimal print technology

In order to identify the optimal 
print technology, material and rib-
bon (if thermal transfer printing), 
to ensure that the label remains 

• Thermal transfer labels provide durability in extreme conditions

• Thermal printer suppliers should the required certifications for the industry’s application
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readable during the products safe 
and appropriate use and disposal, 
the following should be considered:

Surface

The type and the shape of surface 
being labeled needs to be con-
sidered to ensure that the label 
remains adhered to the surface. 
Sometimes a specific label does 
not adhere as well to a plastic bin 
as it does to a cardboard box. This 
is because these items have a dif-
ferent surface energy. The shape 
of the surface is also important 

to consider. For example, small 
curved surfaces are also difficult 
to label, since they require a flex-
ible material with a tight mandrel 
adhesive to make sure the label 
does not pull away from the sur-
face.

Extreme temperatures

Materials and adhesives are also 
sensitive to very low and very high 
temperatures. There are two 
types of temperatures necessary 
to consider - application tempera-
ture and service temperature.

The application temperature is the 
temperature in which the label is be-
ing applied. For example, a new test 
tube is taken out of a box at room 
temperature, and a label is applied, 
the application temperature is 70ºF 
(21ºC).

Service temperature is the temper-
ature range in which the label will be 
used. For example, the same test 
tube is filled with a sample and cryo-
genically stored. Sometime later, it 
is thawed and sterilized with steam. 
The service temperature range is 
-112ºF (-80ºC) to 212ºF (100ºC).

Standard materials generally per-
form well when an application 
temperature is a minimum of 25 
degrees F and in service tempera-
tures ranging from -65 degrees F 
to 200 degrees F. Labeling in condi-
tions outside of this range requires 
the use of a thermal transfer solu-
tion and normally requires a special-
ty adhesive to insure that the label 
remains secured.

Resistance

Contact and rubbing will affect read-
ability over time. If in an application, 
the label will come into contact with 
items that could scratch it and 
make it unreadable, a ribbon with a 
higher resin content will provide im-
proved resistance. When a label will 
be exposed to moderate to extreme 
chemicals, a thermal transfer label-
ing solution is required. In the case 
of harsh and extreme chemicals, a 
high-durability resin ribbon is also 
recommended. Weak chemicals in-
clude window cleaners, water, while 
moderate chemicals include alcohol 
and bleach; harsh chemicals are 
gasoline and oil and extreme chemi-
cals include acetone and xylene. 

Lifespan

If a product will be subjected to the 
elements outdoors (rain, sun, etc.), 
a thermal transfer synthetic mate-
rial would be the optimal solution, as 

• A direct thermal paper label best meets the needs if it only requires readability for six months 

and does not need to resist chemicals, moisture and abrasion

• Environmental factors such as items in hazardous and exposed areas will help identify the 

optimal solution for product identification labeling
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color-matching software. This en-
ables the supplier to match request-
ed PMS color closely and store that 
formulation within their system so 
that the color is consistent from 
run-to run.

It is also necessary to validate that 
the supplier has an automated vi-
sion inspection system on press to 
ensure proper placement of pre-
printed text throughout the manu-
facturing process.

Print quality problems can occur 
when label rolls have excessive dust. 
This dust can accumulate on label 
rolls during the manufacturing pro-
cess, and then accumulate on the 
printhead resulting in text and bar-
code quality issues, and increased 
printhead replacement over time. 
Therefore, the supplier needs to 
have processes in place to sharpen 
dies on a regular basis and has a 
trim removal and vacuum system in 
place to reduce dust. No two mate-
rials are created equal. That is why 
it is important to understand a sup-
plier’s materials substitution policy. 
The use of slightly different materi-
als from run-to-run can require the 
adjustment of the print darkness on 
the printer to enable high-quality im-
ages.

the label and the image provide the 
added durability required to survive 
these tough environmental factors.

Knowing how long the label will need 
to be readable for in addition to 
the environmental factors will help 
identify the optimal solution. For 
example, if the label only requires 
readability for six months and does 
not need to resist chemicals, mois-
ture, and abrasion, a direct thermal 
paper label would best meet the 
needs. However, if the label will be 
subjected to moderate chemicals 
and be on an item that will be stored 
outside for over three years, a spe-
cialty thermal transfer synthetic la-
bel would be required.

Label format

If the format includes rotated (lad-
der) bar codes, detailed graphics, or 
international characters, this will af-
fect the print speed and print dark-
ness.

Print speed is another key consid-
eration, as material and ribbon se-
lection will influence the maximum 
print speed. Typically, synthetic la-
bels do not produce quality text and 
barcodes above 6 ips, and in order 
to print at 12 ips or higher a ther-
mal transfer paper label with a high-
speed wax ribbon is required.

Increasing the print darkness is 
necessary when printing at faster 
speeds to get the best bar code 
grades and print quality. When us-
ing higher-grade ribbons, which 
require additional energy, a higher 
print darkness is also required. Us-
ing a printer with a higher DPI is 
necessary when printing formats 
with detailed graphics and/or small 
fonts. However, to properly resolve 
the format, you will also need to use 
a material with a very smooth or 
gloss surface, such as a synthetic.

If an applicator is to be used this 
must be known up front as the la-
bel must be cut differently so that 

it peels off properly from the liner. 
In addition, perforations are also not 
recommended as they change the 
stiffness characteristics of the label 
making the label difficult to release 
from the liner.

Required certifications

When choosing a thermal printer 
supplier, be sure to work only with 
a vendor that has the required cer-
tifications for your industry, quality 
controls in place and does not sub-
stitute materials run-to run.

For an electronics manufacturer 
that UL lists its products, choose 
a supplier listed on UL site that of-
fers label and ribbon solutions that 
are UL certified. There is a sepa-
rate UL certification required for 
suppliers to be able to pre-print the 
UL mark. Suppliers with ISO certifi-
cations have standard, consistent 
procedures and processes in place 
to ensure high-quality products are 
produced.

If an application requires that the 
supplier uses pre-printed colored 
text, symbols or logos, ensure that 
the supplier utilizes an automated 
color mixing system that includes 

• An electronics manufacturer that UL lists its products, requires label 

and ribbon solutions that are UL certified
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Intergraf certification for Gemalto
Gemalto has been awarded the Intergraf ISO 14298 certification for its 
operation in Gdansk, Poland. According to Gemalto, this official recognition 
by Intergraf, the Federation for Print and Digital Communication, places it 
in the unique position of having all its five ID document production sites for-
mally certified. Counterfeiting is a serious and critical issue for national se-
curity printers, end users and authorities. Intergraf’s mission is to protect 
this highly secure industry and contribute to the fight against fraud with 
the help of certifications, according to Intergraf. Intergraf added Gemalto 
has met stringent criteria. This certification reinforces Gemalto’s position-
ing as a recognized reference for governments that rely on essential se-
curity management procedures. Gemalto said the new certification is an 
international standard that specifies requirements for an organization’s 
security management system. 

Foster and Freeman empower VSC document interrogation
Systems manufacturer of the examination of questioned documents, Foster and Freeman have unveiled a new 
Video Spectral Comparator. The VSC 8000 provides facilities for the interrogation of documents including pass-
ports, travel and identity documents, banknotes, checks, official letters and breeder documents, as well as works 
of art and other valuable artifacts, said the firm. The new VSC 8000 builds upon technology launched by the 
company 35 years ago, combining improved multi-spectral LED light sources with sophisticated digital imaging 
technology. The resulting system enables examiners to verify documents by detecting the presence of hidden 
security features and to reveal evidence of alterations or tampering that would have previously remained imperceptible to 
all but the most advanced of examination instruments. The workstation is equipped with an integral motorized XY stage for 
precise positioning of documents under high magnification, a high-specification spectrometer for accurate color analysis, 
and a new Super Resolution Imaging (SRI) optical system, which provides image clarity and resolution of documents up to 
A4/Letter size. The VSC 8000 also introduces Document Specific Workspaces, a range of application focused software en-
vironments that provide the tools and functions specific to the document being examined. The VSC8000 can be calibrated 
using NIST traceable standards (supplied with all systems).

DuPont commits to defend against 
trademark counterfeiting
Leading market and communication trade fair for occupational safety and health, 
DuPont Protection Technologies (DuPont), has reaffirmed its global efforts to de-
fend against unauthorized and illegal use of its trademarks, especially when coun-
terfeiters jeopardize the safety of end-users. DuPont says has handled over 700 
cases of trademark infringement in the last year, including 19 counterfeit cases. 

Some recent actions include training cus-
toms officers to recognize illegitimate la-
beling to help seize counterfeits, working 
with appropriate authorities to conduct 
raids, and moving to take down websites 
that promote illegitimate products. In one 
instance, the company reported identified 
counterfeiters selling fake protective ap-
parel in the oil and gas industry.

New solution for 
protecting infant 
formula from 
counterfeiting

Covectra, an international se-
rialization, authentication, and 
track and trace technology ser-
vices provider with offices in US 
and in Ireland, has announced 
the launch of its holistic, inte-
grated serialization-based so-
lution for protecting infant for-
mula from counterfeiting. This 
system, which was developed 
to meet the increasing need for 
brand and supply chain integrity 
of infant formula, particularly 
given the recent increase of il-
licit trading activity and supply 
chain leakage in markets such 
as China, also enables track & 
trace and diversion detection 
of these products through the 
supply chain and into the hands 
of the consumer. The principle 
of the solution is the application 
of a serialized unique barcode 
(QR, 2D or 1D) to the bottom of 
the can and all levels of packag-
ing (case and pallet) so that it 
can tracked through the supply 
chain.
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Sustainable Development presents the latest 
ID WORLD annual directory featuring the 
world’s leading suppliers of anti-counterfeiting 
technologies. Focusing on active players who 
provide products and services for instantly 
validating product authenticity. Solutions 
include RFID chips, tags and labels, holograms, 
smart technology, tamperevident closures, 

special inks, nano-materials, readers, printers, 
recognition equipment, software solutions and 
more for manufacturers and governments to 
help them protect brands and revenue. 
This best selling ID WORLD directory reaches 
more than 12,000 qualified contacts worldwide 
and is circulated to the participants of key 
events and shows.

The most authoritative 

directories in the industry
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report, titled ‘Global Anti-
counterfeit Food & Beverage 
Packaging Market-Indus-
try Analysis, Size, Growth, 
Trends, Opportunities, and 
Forecast, 2020’.

Conventional authentication 
technologies still account for 
the highest revenue in the 
global ACP market, owing to 
their economic pricing and 
ease of application. Barcode-
enabled product tracking 
helps in maintaining the 
supply chain integrity, while 
emerging tracking technolo-
gies, such as DNATrax, ex-
hibit the highest potential in 
tracking food products with 
minimal side effects on hu-
man health.

North America accounted for 
about 50% of the global anti-
counterfeit food packaging 
market in 2014, with increas-
ing counterfeiting practices 
from European and Asian 
regions, higher adoption 
rates of anti-counterfeit tech-
nologies, the rise in health-
care concerns and growing 

awareness for tracing tech-
nologies the most significant 
factors in the growth of the 
market. The increasing focus 
from government authorities 
towards food crisis manage-
ment and the rising aware-
ness for authenticated food 
products across middle in-
come populations are driving 
the market growth among 
developing regions.

This Top 25 Suppliers of Anti-
counterfeiting & Product Se-
curity Technology Directory 
presents active players who 
also assist in these efforts by 
providing products and ser-
vices for instantly validating 
product authenticity. Solu-
tions include RFID chips, tags 
and labels, holograms, smart 
technology, tamper-evident 
closures, special inks, nano-
materials, readers, printers, 
recognition equipment, 
software solutions and other 
forms of relevant auto ID 
technology for manufactur-
ers and governments to help 
them protect brands and rev-
enue.

Research shows rise in 
demand to beat fakes 
Increased focus from government authorities on food crisis management and 

product authentication are driving market growth in anti-counterfeit technologies

Every year millions of 
people are deceived 
into buying coun-
terfeited food and 

beverages, posing significant 
health and safety risks. This 
has led to a rising demand for 
anti-counterfeit packaging 
(ACP), the market for which 
is expected to reach US$62.5 
billion globally by 2020. The 
Asia Pacific region is project-
ed to be the fastest growing 
area, with an estimated CAGR 
of 18.1% from 2015 to 2020.

Research released by Allied 
Market Research highlights 
the growing adoption of 
track-and-trace technolo-
gies, such as RFID and bar-
code, in premium product 
segments, such as wine and 
spirits. RFID technology is ex-
pected to exhibit the fastest 
growth (20.4% CAGR) during 
the forecast period; however, 
its penetration is still hin-
dered by lack of awareness 
for authentication solutions 
among local manufactur-
ers and the high cost of the 
technology, according to the 
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Advanced Track & Trace www.att-fr.com 4 4 4 4 4 4 4

Alien Technology www.alientechnology.com 4 4 4 4 4 4

Alp Vision www.alpvision.com 4 4 4 4 4 4

Applied DNA Sciences www.adnas.com 4 4 4 4 4 4 4

ATL Security Label Systems www.atlco.com 4 4 4 4 4 4 4 4 4

Atlantic Zeiser www.atlanticzeiser.com 4 4 4 4 4 4 4 4 4

Authentix www.authentix.com 4 4 4 4 4 4 4 4 4 4

Datamax-O’Neil www.datamax-oneil.com 4 4 4 4 4 4

DSS www.dsssecure.com 4 4 4 4 4 4 4 4 4

Dupont Authentication Systems www2.dupont.com 4 4 4 4 4 4 4 4 4

Edaps Overseas www.edaps.ua 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4

EM Microelectronic www.emmicroelectronic.com 4 4 4 4 4 4 4

FNMT - RCM www.fnmt.es/smart_cards 4 4 4

Giesecke & Devrient (G&D) www.gi-de.com 4 4 4 4 4 4

IAI www.iai.nl 4 4 4 4 4

Impinj www.impinj.com 4 4 4 4 4 4

InkSure Technologies www.inksure.com 4 4 4 4 4 4 4 4 4 4 4

Microtag Temed www.microtag-temed.com 4 4 4 4 4 4

Morpho www.morpho.com 4 4 4

Oberthur Technologies www.oberthur.com 4 4 4 4 4 4 4 4

Prooftag www.prooftag.net 4 4 4 4 4 4 4 4 4 4

SICPA Security Solutions www.sicpa.com 4 4 4 4 4 4

U-NICA Group www.u-nica.com 4 4 4 4 4 4 4 4 4 4 4 4 4

WISeKey www.wiseauthentic.com 4 4 4 4 4 4 4 4
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Applied DNA Sciences LUX, P, SW, TAG, MR, HC, EL
www.adnas.com 25 Health Sciences Drive, Stony Brook, NY 11790 – USA  Tel. +1 631.444.6370

info@adnas.com

Applied DNA Sciences delivers counterfeit protection, brand authentication, combats product diversion, and offers its award-

winning programs against cash-in-transit crimes, all using the proven forensic power of DNA. With impenetrable taggants, high-

resolution DNA authentication, and comprehensive reporting, our botanical DNA-based technologies deliver the greatest levels of 

security, deterrence and legal recourse strength.

Alp Vision  LUX, P, SW, MR, HC, EL
www.alpvision.com Rue du clos 12, 1800 Vevey – Switzerland  Tel. +41 21 948 6464

avinfo@alpvision.com

AlpVision helps design the most efficient invisible anti-counterfeiting and track & trace program for brand protection and document 

security. Services include contract R&D, security printing technologies, software development, Internet/Intranet online solutions, 

patents filing, quality assessment protocols and dedicated hardware and electronics development.

Alien Technology LUX, P, RF, MR, HC, EL
www.alientechnology.com 18220 Butterfield Blvd. Morgan Hill CA 95037 – USA   Tel. + 1408-782-3900 

sales@alientechnology.com

Alien Technology Corporation is a leading provider of Radio Frequency Identification (RFID) products for global customers in 

government, retail, manufacturing, pharmaceuticals, transportation, and other industries. Using its patented manufacturing 

process, Fluidic Self Assembly Alien manufactures EPC tags in very high-volumes. The company provides a family of RFID readers 

for a variety of applications including supply chain management, logistics, and anti-counterfeiting.

ATL Security Label Systems LUX, P, SW, TAG, H, SP, MR, HC, EL
www.atlco.com W140 N9504 Fountain Blvd., Menomonee Falls, WI 53051 – USA  Tel. +1 262 255 6150

info@atlco.com 

ATL Security Label Systems can offer you the latest solutions in track and trace technology. Choose from a broad selection of overt 

and covert label features including invisible forensic taggants, holograms, color-shifting inks, and tamper-indicating materials. 

Mass serialization capabilities (2-D barcodes and custom codes) assist in supply chain management. ATL’s “mix and rotate” 

approach combines multiple technologies in one label, changing with each production run.

Advanced Track & Trace  LUX, P, SP, SW, MR, HC, EL 
www.att-fr.com 99 Avenue de la Châtaigneraie 92504 Rueil-Malmaison – France   Tel. +33 147 166 472

info@att-fr.com

The high increase in counterfeiting activities, parallel markets, hacking and other illegal practices is due to the disparity of 

laws, production conditions. Advanced Track & Trace offers industrial solutions that use advanced technologies for concealing 

information and encoding built in data in products packaging, printed documents, images… etc. in compliance with legal 

requirements.
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A Target/Product
TAX =Tax stamps
SD =Ids, cards & secure documents
LUX =Jewelry & luxury goods
P =Pharmaceuticals
C =Currency

Technology
RF =RFID
H =Holograms
B =Biometrics
SP =Security print
SW =Software
TAG =Taggants (Other)

Sector
GP =Government & Public Sector
MR =Manufacturing & Retail
HC =Healthcare
EL =Electronics

Authentix TAX, LUX, P, C, SP, SW, GP, MR, HC, EL
www.authentix.com 4355 Excel Parkway, Suite 100 Addison, TX 75001 – USA  Tel. +1 469 737 4400 

As a global leader in authentication, Authentix provides brand protection and supply chain security solutions for the oil and gas, 

pharmaceutical, consumer, tobacco, spirits, and agrochemical industries, as well as excise tax recovery for governments and 

banknote processing solutions for central banks worldwide. Authentix offers advanced authentication and security technology 

platform offerings, from on-package and in-product authentication features, covert security inks to supply chain security and 

traceability solutions.

Atlantic Zeiser offers technically superior pro-
cessing equipment to track and trace cosmetic 
products throughout your entire supply chain. 
Our total security system solutions have been 
successfully installed in governments and 
manufacturing industries around the world. 
Counterfeiting and parallel trade are fuel-
ing the demand for sophisticated processing 
equipment to track products and documents 
through the supply chain.

The implementation of serialization is today 
one of the biggest challenges in the pharma-
ceutical industry. The list of requirements is 
long and can range from coding of single items 
to the central management of multiple packag-
ing lines or sites. In addition to printing and 
camera technology for efficient and reliable 
coding and verification of primary and second-
ary packages and the aggregation of single 
items, the integration of appropriate software 
is the key to ensure a successful implementa-
tion of a sustainable track & trace solution.

Atlantic Zeiser LUX, P, SP, SD, SW, GP, MR, HC, EL

Coding, serialization and tracking of products

Bogenstr. 6-8, 78576 
Emmingen – Germany

Tel. +49 7465 291 0

sales@atlanticzeiser.com
www.atlanticzeiser.com

Atlantic Zeiser has the necessary experience, 
know-how and product portfolio to offer tai-
lored one-stop solutions for the pharmaceuti-
cal industry, their suppliers or service partners 
– from serialization of pre-printed card board 
cuts over the coding of primary packages to 
manual or automatic aggregation. Further-
more Atlantic Zeiser provides with Medtracker 
a modular and scalable software solution that 
allows to manage and control the entire pro-
cess of serialization and track & tracing in a 
safe and audit-proof way.
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Polly-Service Ltd.
64, Lenina St.
Kyiv, 02088
Ukraine

Tel. +38(044) 561-25-94
Fax +38(044) 561-25-96

info@polly-service.com
www.polly-service.com

POLLY-SERVICE

1. Excise stamp to identify goods electronically and visually:

• Hologram with spectral component

• Offset printing

• Anti-scanner background grids and pseudo-embossed image

• Microprinting

• Security Ink

• Unique ID Number, generated by the database system, stamped 

with a secure ink

• QR-code, facilitates tracking and tracing of tax stamps through-

out the supply chain with the code components (product ID, issue 

date, manufacturer’s code, importer’s code, other data)

2. Hand-held device to check spectral component of a secure ho-

logram:

• Holograms remain one of the most reliable means of visual au-

thentication

• The core technology is spectral analysis, hidden spectral marks

• Secure holograms cannot be reproduced or copied

• An electronic device for hologram automatic validation to be used

3. Integrated Management Information System:

• ID’s, QR’s, batch ID’s issuance

• Digital authentication, confirmation via internet, phone, SMS

• Monitoring the amount and origin of products throughout the 

supply chain

• Online reporting and accounting of products / excise stamps

• Secure data exchange / storage

• Cost saving and time saving solution

• RFID tags can be used optionally.

A new generation track and trace system helps governments 
in the global challenge to secure supply chains

Tax Stamps and Track & Trace Systems 
Counterfeiting and smuggling of alcohol and tobacco products 

are the global challenge. The recommendations of WHO, EU, 

FCTC, SEATCA are that countries should consider reviewing 

and revising their policies. The World Bank, the WHO, the EU’s 

Tobacco Products Directive and the IMF see the introduction 

of anti-counterfeiting measures, such as forgery-proof tax 

stamps and track & trace systems, as a must in combatting to-

bacco smuggling and counterfeiting. To comply, it is essential 

to establish a new generation system to help governments to 

track the supply chain of the tobacco and alcoholic products. 

Such “Track&Trace” system has been developed by Polly-

Service Ltd.

Cost-effective Track&Trace solution 
The system implementation cost at a national level does not 

require substantial budget expenditures, though the effect is 

significant. The system monitors and provides authorities with 

information on the tax payment and of alcohol and tobacco le-

gitimacy. Tax and customs authorities may track the following 

data: date and amount of paid taxes; date of products release; 

codes of products, manufacturer and importer. Track&Trace 

system helps to maximise tax revenue, improve tax collection 

governance through better financial control and operational 

efficiency.

Solution for the revenue protection
• Combat illegal distribution of tobacco and alcohol products; 

• Assess all applicable taxes to be paid on all tobacco and 

alcohol products; 

• State authorities control over the authentication process.

Benefits to state authorities
• Profitable financial model – no initial investment is required 

for delivery of Track&Trace system 

• Comprehensive approach – based on regulatory framework 

for issuance, circulation and verification of smart control 

stamps;

• Ease of use – excise stamps to be applied with exist-

ing equipment. Excise stamp authenticity is easily verified, 

tracked and traced.

System components:
• Excise stamp with enhanced security features – holographic 

security element with secure spectral component

• Hand-held control device – electronic device to validate the 

hologram spectral component 

• Integrated management information system – comprehen-

sive system for product control throughout the supply chain 

Target/Product
• Tax stamps
• Ids, cards & 
    secure documents 

Technology
• RFID
• Holograms 
• Biometrics
• Security print  
• Software
• Taggants
• Track&Trace

Sector
• Government & Public Sector 
• Manufacturing & Retai
• Banking
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Datamax-O’Neil LUX, P, SP, MR, HC, EL
www.datamax-oneil.com 4501 Parkway Commerce Blvd., Orlando, FL 32808 – USA  Tel. +1 800-816-9649

dkalapati@datamaxcorp.com

Datamax-O’Neil delivers a value-driven printing solution that minimizes risk and maximizes efficiency, safety, and quality. We 

design, manufacture and market one of the industry’s most complete line of stationary and portable label and receipt printing 

solution products. These printing solutions enable manufacturing and supply markets to capture the benefits of automated 

product identification and automated legal and financial transactions. 

DSS  LUX, P, SD, SP, SW, GP, MR, HC, EL
www.DSSsecure.com 28 Main Street East, 15th Floor, Rochester, NY 14614 – USA  Tel. +1 585 325 3610

info@DSSsecure.com

Document Security Systems, Inc., a leading developer and integrator of secure cloud computing and security printing technologies, 

has created a comprehensive, component based system that protects your brand in four ways: a point authentication tool, a 

product locator service, e-commerce verification and customer connectivity capabilities. This system includes AuthentiSite, a 

unique digital signature which reduces phishing attempts and counterfeit websites selling diverted or grey market goods as well 

as AuthentiGuard which combines our industry-standard secure printing with digital world access.

Dupont Authentication Systems LUX, P, H, SP, SW, GP, MR, HC, EL
www2.dupont.com Wilmington, DE – USA  Tel. +1-800-998-5775

DuPont anti-counterfeit solutions provide market leading brand protection programs, anti-counterfeit solutions, and document 

security systems to large corporate and government entities. These solutions use a combination of market leading technologies 

to safeguard the world’s largest brands and government organizations from the damaging affects of counterfeiting.
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A Target/Product
TAX =Tax stamps
SD =Ids, cards & secure documents
LUX =Jewelry & luxury goods
P =Pharmaceuticals
C =Currency

Technology
RF =RFID
H =Holograms
B =Biometrics
SP =Security print
SW =Software
TAG =Taggants (Other)

Sector
GP =Government & Public Sector
MR =Manufacturing & Retail
HC =Healthcare
EL =Electronics

EM Microelectronic SD, LUX, P, RF, EL, HC, MR
www.emmicroelectronic.com Rue des Sors 3, 2074 Marin – Switzerland  Tel. +41 32 755 5111

info@emmicroelectronic.com

EM Microelectronic is a semiconductor manufacturer specialized in the design and production of ultra-low power, low voltage integrated 

circuits dedicated for consumer, automotive and industrial applications. Our RFID and NFC product portfolio integrates innovative 

solutions for product authenticity and anti-counterfeit functions on devices like EM4237 and NF4 by adding cryptographic features, 

key diversification mechanisms and authentication certificates. As a provider of secure product solutions, the company has developed 

EM4394, a new secure reader IC embedding state of art security technologies.
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IAI industrial systems SD, C, SP, TAG, GP
www.iai.nl De Run 5406, 5504 DE Veldhoven, 5500 AE Veldhoven – The Netherlands  Tel. +31 40 254 24 45

info@iai.nl

IAI is an independent equipment supplier to the Security Printing industry. We provide high level security features based on 

advanced laser technology. Examples are MicroPerf for banknotes (a perforated number with miniscule holes), ImagePerf (a 

perforated photograph) for passports and identity cards, and LogoPerf (a perforated logo) or NumberPerf (a perforated number) 

for other valuable documents, such as certificates, bank cheques, tax excises, diploma’s etcetera. Our technology is used in 

leading security documents worldwide.

Giesecke & Devrient (G&D) SD, P, C, SP, GP, HC
www.gi-de.com BPrinzregentenstrasse 159, P.O. Box 80 07 29, 81607 Munich – Germany   Tel.+49 89 4119 18 37 

security-printing@gi-de.com

Giesecke & Devrient (G&D) is a global technology leader that offers cutting-edge solutions in telecommunications, electronic payment, 

healthcare, identification, and IT security. The company is a technological trendsetter in banknote processing and in the production of 

banknotes and security documents.As one of the world‘s largest banknote manufacturers, we specialize in developing and producing 

security paper, security foil, innovative security elements and anti-counterfeiting technologies.

Impinj LUX, P, RF, MR, HC, EL
www.impinj.com 701 N. 34th Street, Suite 300, Seattle, WA 98103 – USA  Tel. +1-206-517-5300

rfid_info@impinj.com 

Impinj has leveraged its deep RFID knowledge to help our pharmaceutical industry partners deliver highly reliable RFID-enabled 

solutions for brand protection, anti-counterfeiting and more. Impinj is a leading provider of UHF RFID solutions for identifying, locating 

and authenticating items. Leading retail, apparel, pharmaceutical, food and beverage, technology and logistics companies as well as 

government agencies rely on our GrandPrix platform.

InkSure Technologies TAX, SD, LUX, P, C, SW, TAG, GP, MR, HC, EL
www.inksure.com 589 Fifth Ave., Suite 401, New York, NY 10017 – USA  Tel. +1-646-233-1454

info@inksure.com

InkSure Technologies is the industry leader in machine-readable technology for brand protection and anti-counterfeiting. InkSure’s 

taggant technology is applied to tens of billions of consumer items and high-value documents annually. The company is a thought 

leader, regularly speaking at industry conferences and introducing cutting-edge new products. InkSure is currently the only company 

on the market offering covert hologram authentication via smart phones. InkSure is based in New York City, SEC regulated, and 

publicly traded under the symbol INKS.OB.

FNMT - RCM  SD, SP, GP
www.fnmt.es/smart_cards Jorge Juan 106, 28009 Madrid – Spain  Tel. +34 91 566 67 39 

tarjetas@fnmt.es

For a long time, FNMT-RCM has been working for public and private organizations, providing custom-made solutions, designing 

and manufacturing documents that incorporate the most advanced security measures. Its activity encompasses security paper 

manufacturing, printing of banknotes, postage stamps, security labels, identification documents, passports, minting of coins, 

development and manufacturing of smart cards and electronic certificates and services associated with the implementation and full 

development of national identification systems. Identification documents is one of FNMT-RCM’s business lines of great importance.
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A Target/Product
TAX =Tax stamps
SD =Ids, cards & secure documents
LUX =Jewelry & luxury goods
P =Pharmaceuticals
C =Currency

Technology
RF =RFID
H =Holograms
B =Biometrics
SP =Security print
SW =Software
TAG =Taggants (Other)

Sector
GP =Government & Public Sector
MR =Manufacturing & Retail
HC =Healthcare
EL =Electronics

MicroTag Temed LUX, RF, TAG, SW, MF, EL
www.microtag-temed.com Rotem Industrial Park, Arava 86800 – Israel  Tel. +972 4 837 2288 

david@microtag-temed.com

MicroTag Temed is a provider of top security authentication and anti-counterfeiting technologies for the most demanding Brand 

Protection applications. The company possesses a high-level R&D expertise in solid-state physics, chemistry, materials science and 

signals processing, which served as the basis for MicroTag own invented and developed novel and unique authentication technology, 

now patented worldwide.

Oberthur Technologies (OT) is a world leader 
in digital security solutions for the mobility 
space. OT has always been at the heart of mo-
bility, from the first smart cards to the latest 
contactless payment technologies which equip 
millions of smartphones. 

Present in the payment, telecommunications 
and identity markets, OT offers end-to-end 
solutions in the smart transactions, mobile fi-
nancial services, machine-to-machine, digital 
identity and transport & access control fields.

Lasink enables to generate a laser engraved 
color picture within the depth of a polycarbon-
ate credential. The technology is available as 
well for polycarbonate cards and passport 
polycarbonate data pages. 

OT’s Lasink solution offers an awesome level 
of security, with a card body which is impos-
sible to delaminate, a picture which is very 

Oberthur Technologies   SD, B, SP, SW, GP, MR, HC, EL

Securing technologies and enabling mobility

Ashchurch Business Centre 
Alexandra Way, Tewkesbury
GL20 8GA - UK

Tel. +44 1684 290290

www.oberthur.com

easy to authenticate and ‘printing’ technology 
which is impossible to counterfeit. 

With Lasink, OT is the first company to intro-
duce this kind of innovative solutions, enabling 
to give access to governments and national 
printers to the most secured anti-counterfeit-
ing picture inside pure polycarbonate for all 
ID crededials.
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WISeKey SD, LUX, P, SW, GP, MR, HC, EL
www.wiseauthentic.com World Trade Center II, 29, Route de Pré-Bois, P.O. Box 853, CH- 1215 Genève 15 – Switzerland Tel. +41 22 594 30 00  

sales@wisekey.com

WISeKey developed with an innovative technology solution suite, already implemented at several prestigious luxury brands. Based 

upon the digital certification, WISeAuthentic is a three in one solution suite that provides: Brand protection, Sellout management and 

Real Time Monitoring, and Direct marketing through a private Social CRM. The end-client can easily check the authenticity on the web 

or on its mobile with contactless secure NFC, a marketing link to deliver information and bound with consumers. Remotely control 

any item already sold.

SICPA Security Solutions TAX, P, SP, SW, TAG, GP
www.sicpa.com Av de Florissant 41, 1008 Prilly – Switzerland  Tel. +41 21 627 61 55

security.solutions@sicpa.com

At the core of SICPA’s security expertise are high-performance security inks that protect the majority of the world’s banknotes, security 

documents and value documents from counterfeiting and fraud. SICPA’s Government Security Solutions Division enables Governments 

to protect tax revenues and deliver associated policy objectives by providing unique and secure authentication and traceability solutions. 

SICPATRACE® combines material based security with state-of-the-art information technology which enables our partner Governments to 

secure revenue and protect consumers. SICPA is a pioneer in this field and has successfully implemented and operated nationwide track 

and trace solutions for Governments worldwide.

U-NICA Group TAX, SD, LUX, P, C, H, SP, SW, TAG, GP, MR, HC, EL
www.u-nica.com Industriestrasse 4, 7208 Malans – Switzerland  Tel. +41 41 919 99 00

group@u-nica.com

As leading specialist for innovative security solutions, U-NICA offers holographic features for plastic products, security taggants 

and digital solutions that allow product authentication with common smart phones to the industrial and commercial sectors. 

Governments trust U-NICA’s intelligent inks for currencies and value documents. We also provide an ID protection system that 

securely links personalized text with the bearer’s picture, for verification with a smart phone or passport reader. Operating from 

locations in Europe, USA and Asia, absolute reliability, confidentiality and discretion is guaranteed.

Morpho SD, B, GP
www.morpho.com Le Ponant de Paris 27, rue Leblanc Paris Cedex 1575512 – France  Tel.+33 (0) 1 58 11 89 62 

Morpho is part of the international high technology group Safran. Morpho delivers products and solutions targeted at governments, 

national agencies and administrations dedicated to law enforcement and border control, as well as private companies in need of 

secure physical or logical access control Morpho comprises three divisions: identification, e-Documents and detection.

Prooftag TAX, SD, LUX, P, SP, SW, TAG, GP, HC, EL
www.prooftag.net 1100, Avenue de l’Europe, F-82 000 Montauban – France  Tel. +33 5 63 21 10 50

prooftag@prooftag.com

Prooftag offers solutions to trace and authenticate products and documents at the item level thanks to the Bubble Tag technology. Each 

Bubble Tag is unique and impossible to replicate, even by Prooftag. The Bubble Tag is controllable visually on PC or mobile phone and 

electronically with dedicated readers. The technology is available to be integrated into plastic cards or tamper evident seals. It has been 

successfully implemented to secure wines, spirits, electronics, cosmetics, jewelry, watches, in brand protection and various administrative 

documents.
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their enterprise infrastructure to 
better mobilize the data across the 
business for consumption, enabling it 
to realize the desired outcomes. It is 
also important for the business units 
to decide on how the analytics activity 
will be tracked to make sure the proj-
ect is on a path to success.

Understanding the environment 

As desired outcomes are established, 
banks and insurance companies 
should seek opportunities to accel-
erate how they leverage their data 
to drive optimal value. For example, 
cloud enabled analytic service envi-
ronments powered by big data tech-

Most financial service 
firms, which include 
banking and insurance 
companies, are engaged 
in a big data project to 
increase the pace of 
innovation and uncover 
game-changing business 
results. A three-step 
approach to integrating 
big data into an analytics 
strategy can lead to 
successful outcomes

by Vince Dell’Anno and

Brian McCarthy,

Accenture Analytics

One of today’s pressing chal-
lenges is how to drive more 
continuous value and unearth 

opportunities more rapidly. No mat-
ter where a business might be in its 
big data journey, creating a strategic 
analytical approach encompassing 
big data can drive better outcomes 
and a competitive edge. There are 
three stages to this strategy: busi-
ness objectives and outcomes, en-
vironment and innovation drive and 
then data mobilization.

Outlining objectives and outcomes

To drive continuous and transfor-
mational improvements through 

big data-driven analytics projects, 
business units – IT, marketing, risk, 
compliance or finance, for example – 
should agree on and outline a mutu-
ally beneficial business objective. For 
instance, driving a better customer 
experience or improving customer 
value management. While develop-
ing the common objective, financial 
services firms should also determine 
the aligned and desired outcomes, 
such as decreasing fraud and offer-
ing more personalized services to 
customers in real-time.

Once business outcomes have been 
determined and prioritized, the firm 
can then decide on the best big data 
technologies needed to modernize 

Leveraging big data to meet 
business goals
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nologies can shorten the previously 
lengthy technology and business plan-
ning cycles.

These environments cannot only be 
used to discover hidden insights rap-
idly, but they can also be used to, for 
instance, help a company more deep-
ly understand how these transforma-
tive technologies can best work in 
their enterprise and model how ana-
lytic services can be managed and op-
erated across the enterprise. When 
pursuing this approach, a firm can 
determine, in an agile and innovative 
way, how their data and non-tradition-
al technologies can come together to 
transform the enterprise into a fierce 
data-driven competitor.

Traditionally, financial services com-
panies only used transactional data 
such as customer payment and de-
posit data, but today they can ana-
lyze the transactional data along with 
interaction data such as online, call 
center, and even social media data. 
When looking to analyze and uncover 
insights from the new data types and 
sources, firms may discover they 
have a gap in their technology infra-
structure that would allow them to 
manage the new data to reach the 
specified business objective. 

As a solution, companies should look 
to build a hybrid technology environ-
ment – this can be created by add-
ing emerging technologies such as 
Hadoop to an established technology 
infrastructure. As a result, data can 
be quickly mobilized and analyzed in 
a cost-effective and timely fashion to 
chase the business outcome. The 
data exploration shouldn’t end there. 
Simultaneously, financial services 
firms should create and execute on 
an innovation agenda. Along with 
seeking the specific outcome, compa-
nies can test and play with their data 
through data discovery techniques to 

find patterns in the data that weren’t 
clearly evident and could drive value 
for the business. For example, banks 
and insurance companies have iden-
tified fraudulent behavior by applying 
this data discovery technique. One 
company discovered that people who 
input information faster into fields on-
line were more fraudulent, and con-
versely people who spelled the first 
and last name online with an upper 
case first letter were less likely to be 
fraudulent.

Mobilizing data

To realize the true value hidden in 
data, financial services companies 
should look at this asset as if it were a 
supply chain, enabling it to flow easily 
and usefully through the entire orga-
nization—and eventually throughout 
each company’s ecosystem of part-
ners. To build a data supply chain, 
firms should begin by following two 
important steps: utilize a data service 
platform that makes all data acces-
sible to those who need it when they 
need it, and integrate data from mul-
tiple sources. With the new external 
data sources becoming available that 
can unearth new insight opportuni-
ties and the new big data tools and 
technology entering the space, a 
foundation has been established for 
companies to create an integrated, 
end-to-end data supply chain for their 
business – and uncover new data 
insights that can bring a competitive 
advantage.

Big data benefits

Following are a few examples show-
casing how financial services com-
panies are innovating and solving 
business problems with big data. 

Through big data analytics, banks and 
insurance companies can provide 
customers with a richer experience. 
To accomplish this goal, firms should 
explore micro-segmentation of cus-
tomer data obtained from all trans-
action touch points – mobile, online, 
call centers, etc. – and analyze it so 
customers with similar needs can be 
presented with relevant and timely of-
fers on their desired channel, from a 
mobile app to social media.

Another example: A bank could cre-
ate an overlay of customer sentiment 
data on top of customer survey data. 
This data analysis could help firms 
learn if they are giving customers the 
right service, refunding money for the 
right reasons, or charging people the 
right fees. If data insights uncovered 
negative or incorrect results for the 
consumer, the bank could then take 
steps to right the wrongs and im-
prove the customer’s experience - in 
real-time.

Underwriting risk

Also, a life insurance company could 
underwrite risk better. For example, a 
company could text mine decades of 
hand-written claims adjusters’ notes, 
in its current unstructured data form, 
and place all the newly created datas-
ets into a structured database along 
with the existing online insurance pol-
icy documents. The database hous-
ing the combined data could provide 
insurance companies with a better 
place to start when looking to analyze 
data to underwrite risk more effec-
tively. With the growth of big data not 
slowing down, firms should continue 
to adopt it as a core capability that 
is central to their data and analytics 
strategies to drive better outcomes 
and a competitive edge.

• Financial services companies can build 

a hybrid technology environment, adding 

emerging technologies to an established 

infrastructure
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No one would dispute that societ-
ies are now much more complex. 
We are governed by an interwoven 
corpus of common, local, national, 
regional and global norms and laws 
enforced and supervised at all these 
and even more levels. For the most 
part they serve us well, and most 
human historical tragedies can be 
traced to their abrogation.

What are the drawbacks brought 
about by this new complexity?

There are opportunities and 
challenges for all decision-
makers in adapting their gov-

ernance toolbox to the implications 
emerging in the Internet era. Gérald 
Santucci, Head of the Unit Knowledge 
Sharing at Directorate-General Com-
munications Networks, Content and 
Technology (DG CONNECT) at the Eu-
ropean Commission, illustrates how 
our societies ‘rules for living’ need 
to move from stone or clay tablets, 
parchment scroll or paper to screen, 
cloud, holograph and beyond.

How did the concept of governance 
evolve historically?

Using a metaphor from the Bible. 
Moses is supposed to have come 
down from the mountain about 
3,500 years ago with ten funda-
mental ‘governance principles’ writ-
ten in stone. Well, in fact we still 
govern ourselves in pretty much the 
same way today – though the words 
and letters are formalized on paper 
rather than stone. But what would 
Moses’ tablets look like today?

Internet readiness:
The European 
Commission’s take on 
redefining policy making 
parameters to address 
the threat of unregulated 
exploitation of the internet

by Sophie B. de la Giroday

21st century regulation: 
opportunities and traps 
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From the perspective of the public 
sector, today the governance sta-
tus quo is challenged on at least 
two fronts:

First, excessive micro legislation 
or red tape has been universally 
recognized to be a burden on 
business, an irrelevance to the 
citizen, and correspondingly in-
effective in its primary purpose. 
The foundations of this regulated 
society were further shaken by 
the financial crisis of 2008, thus 
increasing citizens and business’s 
demand for tailored service on the 
one hand and greater transpar-
ency on the other.

Second, since the beginning of the 
21st century, citizens and busi-
nesses have been exploiting the 
Internet for general benefit. How-
ever, the rules within which they 
operate are lumbering behind.

In the European Union, there are 
now sign-posts towards a resolu-
tion of these challenges. In 2014 
we reached a tipping point in re-
spect of the first challenge with 
the adoption of the so-called Regu-
latory Fitness and Performance 
Program (REFIT) with its regula-
tory simplification and ‘lightening 
the load’ agenda. In addition, the 
EU adopted legislation, the so 
called ecoSearch Regulation (i.e. 
the Commission Delegated Regu-
lation No 518/2014 of 5 March 
2014), which redesigned energy 
efficiency labeling for the Internet.

How are these initiatives taken by 
the European Commission received?

It is too early to assess their im-
pacts. My guess is that REFIT will 
rapidly be recognized as a power-
ful instrument. After all, it is tak-
en to make EU law simpler and 
to reduce regulatory costs, thus 
contributing to a clear, stable and 
predictable regulatory framework 
supporting growth and jobs. Last 

May, the Commission has gone a 
step further by setting up the RE-
FIT Platform to conduct an ongo-
ing dialogue with Member States 
and stakeholders on improving 
EU legislation in the context of the 
REFIT. The ecoSearch Regulation 
could be, I believe, a more disrup-
tive idea. Without going into de-
tails, this initiative has brought to 
light a number of big challenges.

The first one is information gaps. 
Pre-ecoSearch, all appliances cov-
ered by energy efficiency labeling 
requirements had to display the 
label on the appliance in the shop. 
Post-ecoSearch, the appliance 
covered must display the Internet-
adapted label on websites where 
the appliance is offered for sale 
in Europe. I insist: websites any-
where, i.e. in the world.

The second one is peer behavior. 
I am sure you are familiar with 
the policymaking approach called 
nudge, popularized in 2008 by 
behavioral economists Cass Sun-
stein and Richard Thaler. They 
argued we can exploit cognitive 
biases to nudge, or gently guide, 
people into making choices that 
are good for them and for the so-
ciety as a whole, while always leav-
ing them free to choose otherwise. 
Well, let me argue that nudge be-
comes shove on the Internet. Ap-
pliance eCommerce sites have 
already started to nudge consum-
ers towards purchasing the most 
energy efficient appliances using 
filtering and optimization tech-
niques. This may be a good thing, 
but these appliances are also the 
most expensive. They can have 
a shorter working life than more 
robust models and therefore a 
higher total lifecycle impact on the 
environment.

The third one is keeping everybody 
honest. The biggest cost in moni-
toring label compliance in shops 
is the cost of sending inspectors 
around. 

On the contrary, monitoring of the 
content of Internet sites is trivial 
(Google and Facebook already 
monitor and profile all of us). Fur-
thermore, all sites are visible to 
all competitors who are free to 
report non-compliance and insist, 
for instance, that non-conforming 
suppliers’ deliveries be stopped at 
port.

So it’s all about the governance…

Yes. The supervision of implemen-
tation in the online environment is 
simple, at least technically. New 
rules can be deployed virtually in-
stantaneously – as well as being 
monitored ubiquitously.
My new question is the following: 
where legislation can be promul-
gated and monitored at fast speed 
and with high efficiency, could an 

Meet Gérald Santucci

Dr Gérald Santucci is Head 
of Unit “Knowledge Sharing” 
within the Directorate General 
for Communications Networks, 
Content and Technology at the 
European Commission, where 
he has been working since 
February 1986. Prior to his 
current role he was Head of 
the Unit Networked Enterprise 
& Radio Frequency Identifica-
tion (RFID), where he played a 
pivotal role in the adoption by 
the European Commission of 
a European policy framework 
about RFID with special em-
phasis on RFID Privacy Impact 
Assessment. Gérald Santucci 
also chaired the Expert Group 
on the Internet of Things at the 
Commission.



42 SUSTAINABLE DEVELOPMENT

infinitely lighter touch be imag-
ined? Could guidance become the 
new legislative norm? 

Imagine a scenario, encompassing 
the following steps: you design on-
line legislative initiative, you issue 
guidance, you monitor results, you 
modify guidance, then you identify 
the recalcitrant, you issue threat 
of more direct intervention, you 
assess peer pressure, and finally 
you evaluate legislative impact. 
You could tell me: “And so what?” 
Ok, my point is that all these steps 
can all take place in a week. This is 
how the Internet already functions 
for citizens and businesses…

One vision of the immediate future 

is the online appliance seller us-
ing an actor to describe the prod-
uct. As the law currently stands, 
the actor tells you everything you 
‘should’ be told and lots more be-
sides. What will legislation ‘sound 
like’ when we implement web ac-
cessibility rules? What respon-
sibility in the very near future will 
our personal avatars (who we pro-
gram to do ‘criteria based shop-
ping’ on our behalf) have for mak-
ing our legal rights and obligations 
clear to us?

Will a new kind of governance 
come of age?

That is what I believe. If rules can 
and will need to be deployed as 
rapidly as suggested, what does 
this do to the democratic process 
itself? What will the new role of 
national parliaments be? 

Six month committee stages on 
the details of a useful legislative 
initiative will become as unthink-
able as a Google homepage that 
doesn’t change every day. Let 
us come back to Europe – in the 
wake of its new Better Regulation 
package, I cannot imagine that 
the European Commission will not 
soon be ready to ‘rapid prototype’ 
legislation. 

Already in this year’s Commission 
Work Program, needy candidates 
for what my colleague John Doyle 

has coined ‘Internet Readiness’ 
assistance abound – from finan-
cial services to mobility of work-
ers.

There are two clear short-term im-
plications for the European Union: 
one, we can only make light and 
fast rules with faster legislative 
cycle times; and two, this will re-
quire greater use of Co-regulation, 
Self-regulation or Delegated Acts.

How does the power of ICT 
transform the governance scenario?

We can draw a perfect example 
from self-regulation in the hospi-
tality industry. Moving beyond ‘of-
ficial’ labels, one of world’s best 
known and powerful labeling de-
vices is the Hotel Star rating – 
and yet no global standard exists. 
What exists is Internet-mediated 
customer reviews and peer pres-
sure. 

Yes, there is abuse: a rival posting 
erroneous poor reviews, but the 
thing is that abusers are quickly 
identifiable and ultimately removed 
from the golden goose! The 5-star 
system is now one of the most ef-
fective and accurate worldwide 
consumer information sources: it 
is not regulated; it is not even self-
regulated. But it works. 

On the flip side of the coin, the hos-
pitality industry in many countries 
is now so dependent on Internet 
mediation and Internet search 
that the danger of abuse of mar-
ket position is real. Should this be 
legislated for? And if yes, how?

Another example comes from 
our transitioning towards an inte-
grated food chain. At a time when 
several countries of the world are 
grappling with food security and 
associated mega-trends and chal-
lenges (resilience, climate change, 
market stability), consider how our 
entire food chain can and will be 

• ecoSearch Regulation has redesigned energy efficiency labeling for the Internet

• New internet governance can mean 

criteria based shopping via devices require 

legal rights and obligations to be made clear 
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revolutionized by the application of 
the same simple techniques.

Today nearly half of global manu-
facturers say they don’t have any 
visibility past their direct suppliers 
– in other words, they don’t know 
what is happening in their supply 
chain. Therefore, applying higher 
standards to information collec-
tion and management is likely to 
reduce the impact animal disease 
has on global food production and 
have huge public health benefits.

That information on supply chain 
transparency should flow and be 
available to all citizens, adminis-
trations and businesses is not 
questionable. Couple this informa-
tion, however, with the increasing 
use of sensors and online media 
to identify sources of food con-
tamination, spreading of related 
epidemics and consumer panic, 
and we could see whole industries 
undermined overnight. 

The recent food scandal, in which 
beef burgers and ready meals on 
supermarket shelves 
around UK were 
found to be laced 
with horsemeat, 
demonstrated 
the speed with 
which consum-
ers can react.

And what about 
products where the 
term ‘label’ (a physi-
cal world term after 
all) is simply nonsensical? The 
ecoSearch initiative mimicked 
physical labels: but how do we “de-
sign-in” consumer protection or 
information provision obligations 
for purely digital goods, i.e. film, 
music or the software for driving 
a 3D printer? 

In the 20th century the Letter of 
the Law was a perfectly under-
stood concept. In the 21st century 
it has much less meaning where 

data is presented on screens or 
holographs by talking heads or 
avatars. How will our legislative 
framework keep pace? As ‘the 
medium is the message’ what will 
the message look like when its 
medium changes from paper to 
screen to holograph and so forth?

Will the new governance scenario 
ensure broader societal benefits?

It will indeed. In the eyes of more 
and more legislators this must be 
the decade where the legislative 
missing leg of the three-legged 
stool is put firmly in place – ensur-
ing broader societal benefits.

Citizens (who love being able to buy 
schoolbooks and drugs cheaply 
online) and businesses (for which 
the marketplace is the whole 
world) are rightly concerned that 
the legislative arm will get it all 
wrong. 

They are equally concerned that 
if nothing is done, disaster will en-
sue: dramatic collapse in employ-
ment and earnings for traditional 
town center businesses these 
past five years has been globally 
compensated for by the explosion 
of online retail. 

When I visited Dublin’s West 
Expo, I was very impressed by the 
Connemara Program, established 

in 2012, which is for me a model 
of the most effective actions that 
are at the disposal of a public sec-
tor to create the new ideas, prod-
ucts and services that will gener-
ate growth and qualified jobs in 
local areas.

But who benefits? Where are 
taxes paid? What does tax even 
mean in this new world? So, In-
ternet Ready legislation must be-
come the norm by 2017 and ubiq-
uitous by 2020. This is the only 
proof that we are mastering the 
Internet in the sense of playing our 
role of serving the greater good. A 
huge effort of creativity is needed 
if the Rule of Law is not to die with 
the Letter of the Law.

What are the main points policy 
makers should focus on in light of 
these trends?

First, the legislative process needs 
to evolve into something complete-
ly different. Second, relying only on 

legacy concepts from the 
earlier market paradigm 

exposes today’s policy-
makers to the risk 
of formulating ir-
relevant or ineffec-
tive legislation. 

Mere familiar-
ity with the old 
paradigm – and the 
need to grandfa-
ther it for a period 
of years during a 

transition – is no 
reason for that paradigm 

to be enshrined forever going for-
ward. 

Let me be a bit provocative by sug-
gesting that linear development of 
the current legislative approaches 
is the equivalent of priorité à droite 
on many European motorways, ex-
tending legacy from the horse and 
cart to technology with different 
characteristics.
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So ubiquitous are digital pay-
ments in Sweden that at-
tempting a paper money 

transaction at a Swedish bank 
might provoke a suspicious stare 
or a report to the police. This is ac-
cording to Stockholm’s KTH Royal 
Institute of Technology.

A recent study found that Swe-
den is on its way to becoming 
the world’s first cash-free soci-
ety, says Amy Wang of Quartz. 
The disappearance of Swedish 
banknotes has been attributed 
to the country’s embrace of new 
technologies, the growth of mo-
bile payment systems, and a gov-
ernmental crackdown on corrup-
tion, which helps citizens feel safe 
about electronic money. 

Sweden has actually been inch-
ing toward a cashless system for 
many years now. From bus fares 
to street magazines, digital pay-
ments are accepted almost every-
where; the Swedish Federation of 
Trade also also claims it is ‘leading 
the world in cashless trading’.

But data from the European Cen-
tral Bank indicate that Swedes, 
while enthusiastic about bank 
cards and digital payments, still 
regularly withdraw quite a bit of 
money from ATMs. Surveys from 
the Riksbank show that for trans-
actions under 100 kronor, 41% of 
people still prefer to use cash. And 
the Swedish National Pensioners’ 
Organization, which represents 
some 400,000 of the country’s 
elderly, says 7% of its members 
never use bank cards.

But obstacles stand in the way of 
going totally cash-free. These in-
clude rising fraud rates, discom-
fort about personal electronic 
footprints, the problem of accom-
modating tourists, and reliability. 
One news report stated that a 
cashless Swedish music festival 
this summer sparked chaos when 
the payment system broke down.

Elsewhere, some European coun-
tries have formally banned large 
cash transactions. In France, new 
restrictions introduced in Sep-
tember, prohibit French residents 
from making cash payments of 
more than 1,000 euros, while the 
limit for foreign tourists on curren-
cy payments will remain higher, 
at 10,000 euros. The threshold 
below which a French resident is 
free to convert euros into other 

currencies without having to show 
an identity card will be cut from 
the current level of 8,000 euros 
to 1,000 euros. In addition any 
cash deposit or withdrawal of 
more than 10,000 euros during 
a single month will be reported to 
the French anti-fraud and money 
laundering agency Tracfin. French 
authorities will also have to be 
notified of any freight transfers 
within the EU exceeding 10,000 
euros, including checks, pre-paid 
cards, or gold. 

Spain has already banned cash 
transactions of more than 2,500 
euros and Italy banned cash trans-
actions of more than 1,000 euros. 
Meanwhile in a move towards’ 
banning cash’, Greek authorities 
unveiled stricter capital controls 
for civil servants and pensioners 
in October. By drastically limiting 
cash withdrawals and forcing the 
more ‘controllable’ compulsory 
use of plastic money, Greek au-
thorities hope to stop tax evasion 
through the use of ‘fake cash reg-
isters’.

The measure will affect 2.65 mil-
lion pensioners and 600,000 civil 
servants, according to news re-
ports and they will be able to with-
draw only €150 per week – with 
the cash withdrawal cap being 
€420 per week – that is a total of 
€600 per month. The rest of their 
wage or pension they will have to 
spend by using plastic. 

So Sweden is not alone and prog-
ress in other countries is bringing 
competition to the race for the 
cashless crown.

Racing towards cashless societies
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Smart city 
platforms for 
Dubai’s event 
sector
The Department of Tourism & 
Commerce Marketing (Dubai 
Tourism) says it has completed 
the roll-out of the first of-its-kind 
integrated electronic ticketing and 
permit system (e-Ticketing and 
e-Permit), facilitating a single por-
tal for event-related information, 
a complete digitization of event 
permit applications for organiz-
ers, and continued enablement of 
regulations to drive growth and 
competitiveness for Dubai’s event 
industry. The initiative to develop 
a bespoke dual purpose platform 
for events with B2C consumer fac-
ing and B2B components, offers a 
sophisticated city-wide solution for 
ticket sales backed by a centralized 
repository, and an efficient one-
stop online application portal for 
all types of events permits. Building 
significant cost efficiencies off the 
scale of Dubai’s event calendar, 
the centralized e-Ticketing system 
allows the sector the option to le-
verage a white-label solution and 
create their own interface for mar-
keting and distributing tickets for 
their events to their consumers, or 
alternatively, plug into it through a 
back-end interface with their exist-
ing ticketing application.

Growth of APPs development 
in Rwanda’s boost internet use
Rwanda is moving towards an Information Technology hub in the region 
as more mobile phone enable applications continue to be developed by 
the young generation, according to allAfrica. With the internet being ac-

cessible, cheaper and powerful (4G) inter-
net introduced to Rwanda, there has been 
a growth in applications development, but 
communication companies in Rwanda have 
taken up this as a competition platform. 
Some of the app developed over the years in-
clude- educative games, culture, service sec-
tor monitoring, and e-ticketing among many 
others, but this has been with the support 
of IT companies under the Hack Out Loud 
(HOL) platform which gathers tech innova-
tors, business leaders, educators, students, 
young professionals, and other shapers of 
Africa’s future.

UK’s GTR rolls out first phase of 
network-wide smart ticketing 
The first phase of smart ticketing has been rolled out on 
Thameslink and Great Northern services, meaning the service now 
encompasses the entire Govia Thameslink Railway (GTR) network. 
Season tickets that start outside the London Travelcard area can be 
purchased online or at a station ticket machine to be loaded to the 
free smartcard, known as ‘the key’. The same ‘key’ system has been 
in place on Southern and Gatwick Express for two years, and is now 
operable throughout the entire network.

HyperCat launches IoT 
smart cities accelerator 
IoT consortium HyperCat has opened a new accelerator program in London 
to encourage the development of smart city technologies in the UK. Hyper-
CatCity (HCC) has been established at the Future Cities Catapult Urban In-
novation Centre (UIC) in London, the area where many of the capital’s tech 
start ups are concentrated. The HCC’s stated aim is to stimulate the es-

tablishment of smart city solutions 
for what it claims is Britain’s largest 
regeneration project. Among the tar-
gets for the HCC accelerator are new 
IoT driven systems for utilities, infra-
structure, energy, the health sector 
and public services.
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 • Screen printing
 • Soldering
 • And much more

The world of electronic
manufacturing comes together.

Information:
+49 711 61946-828
smt@mesago.de
smt-exhibition.com

Request your stand space at

mesago.de/SMT/exhibitorkit
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